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EXAMPLE USING THE

The three-fold checklist designed to help users apply the three FIMI monitoring templates is tested here on a concrete
example to demonstrate its practical use. The selected incident comes from the report “Assessment of Foreign
Information Manipulation and Interference in the 2025 Czech Parliamentary Election” produced by the project “FIMI
Defenders for Election Integrity”, of which EU DisinfoLab is a partner.

More specifically, the case concerns the Russian state-affiliated outlet “neCT24”, which emerged in 2022 as the
successor of Sputnik CZ. Since August 2025, the outlet has systematically spread disinformation and established its
presence on Facebook, X, and Telegram, aiming to undermine trust in the 2025 Czech parliamentary elections.

The three-part checklist was completed using information from the abovementioned report and, where indicated,
through responsible desk research and analytical support tools. This demonstrates that the checklist is accessible and
easy to use even for non-expert users. All responses were cross-checked against reliable sources; nevertheless, the use
of tool-supported inputs may entail a risk of inadvertent errors or omissions, hence users should exercise appropriate
caution.
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https://fimi-isac.org/wp-content/uploads/2025/11/FRT-24_Globsec_Czech-Election-Report_FINAL.pdf
https://fimi-isac.org/wp-content/uploads/2025/11/FRT-24_Globsec_Czech-Election-Report_FINAL.pdf

Checklist for incident qualification (PART 1)

A. IS THIS FIMI?

1. FOREIGN ACTORS

Are foreign actors engaging in this incident/campaign?* No
If yes, are they state or non-state actors?* No
If yes, are they the initiators?* No
If yes, are they the amplifiers? Yes
If amplifiers, is there evidence of a direct connection with the initiators?* Yes

*If the answer is no, then the incident/campaign is NOT FIMI.

2. BEHAVIOUR

2.1 MANIPULATION

Does the incident/campaign show manipulative behaviour? No
If yes, does it include disinformation? No
If yes, what is the narrative circulated? Describe
Did a cyberattack happen before or after the (dis)information was shared? Yes

Does the incident/campaign use other TTPs for manipulative purposes? No
2.2 INTENTIONALITY

Does the incident/campaign show evidence of intentionality? No
Is the purpose of the incident/campaign clear? No

2.3 COORDINATION




Does the incident/campaign show evidence of coordination? No

3. IMPACT
Did the incident/campaign achieve considerable outreach?** No
Did the incident/campaign achieve considerable engagement?™* Yes
Does the incident/campaign harm/criticise/attack the core values of EU societies? No
Does the incident/campaign harm/criticise/attack the core procedure of EU societies? No

**Define concepts of outreach and engagement explicitly and set a threshold within the working group or project

4. INFRINGEMENT***

Does the incident/campaigns constitute a law violation? No
If yes, does it violate national regulations? No
If yes, does it violate international regulations? No
If not, does it constitute a harmful activity? No
If not, does it violate the platform's Terms of Service? No

“*No prior legal background is needed. Where helpful. desk research and analytical support tools may be
cautiously used to guide the process, always cross-checking and validating outputs against reliable sources.

FINAL ASSESSMENT



https://fimi-isac.org/wp-content/uploads/2025/11/FIMI-ISAC-Report_Czechia-Country-Election-Risk-Assessment.pdf
https://fimi-isac.org/wp-content/uploads/2025/11/FIMI-ISAC-Report_Czechia-Country-Election-Risk-Assessment.pdf
https://www.disinfo.eu/publications/disinformation-landscape-in-czech-republic

e low certainty: There is no evidence that the incident is part of a FIMI operation.
e Medium certainty: Several of the conditions are met and supported by evidence. The investigator
strongly believes the incident is FIMI, but there is not enough evidence to confirm it.

B. SINGLE INCIDENT OF PART OF A CAMPAIGN?

Does the incident/campaign show evidence of coordination? No

Does the single incident show evidence of coordination among foreign actors? No
If yes, this is a FIMI incident

Do multiple incidents show evidence of coordination among each other? No
If yes, this is a FIMI campaign

FINAL ASSESSMENT:
o Single incident: There is currently no evidence that the incident is part of a broader FIMI campaign.

Checklist for (systemic) violations (PART 2)

Disclaimer: Using this checklist does not require any prior legal background. Where helpful, desk research and analytical
support tools may be used to guide the process. However, such tools should be used cautiously, and outputs should be
cross-checked and validated against reliable sources.

Shorter version:
Incident ID When was the incident created and registered? Describe
Assessing the violation | Does the incident/campaign constitute a violation? No
Assessing the If yes, is it a violation of national or international/EU law? No
type of violation




If yes, is it a violation of the platform’s Terms of Service? No

Assessing systematicity | Are you aware of platform inaction regarding the incident? No
[inaction]

Assessing systematicity | Are you aware of platform inconsistency regarding the incident? Yes
[inconsistency]

Assessing systematicity | Are you aware of the same/a similar incident occurring on the platform? No
[recurrence]

Checklist for countermeasures (PART 3)

A. COUNTERMEASURES IN PLACE

1. STAKEHOLDERS INVOLVED

Who has taken action (e.g., researchers, platform, victims, etc) Describe

2. ACTION TAKEN

Were they exposure-related countermeasures? No
Were they community engagement-related countermeasures? No
Were they distribution-related countermeasures? Yes



https://fimi-isac.org/wp-content/uploads/2025/11/FIMI-ISAC-Report_Czechia-Country-Election-Risk-Assessment.pdf
https://www.disinfo.eu/publications/disinformation-landscape-in-czech-republic
https://www.disinfo.eu/publications/disinformation-landscape-in-czech-republic
https://www.facebook.com/terms
https://x.com/en/tos
https://transparency.meta.com/en-gb/policies/community-standards/misinformation/
https://www.meta.com/en-gb/actions/preparing-for-elections-with-meta/#preventing-election-interference
https://help.x.com/en/rules-and-policies/election-integrity-policy
https://help.x.com/en/rules-and-policies/election-integrity-policy
https://web.archive.org/web/20251001080914/https://www.facebook.com/nect24/about_profile_transparency
https://archive.is/y440F
https://web.archive.org/web/20250516034413/https://t.me/s/neCT24
https://fimi-isac.org/wp-content/uploads/2025/11/FRT-24_Globsec_Czech-Election-Report_FINAL.pdf
https://www.bis.cz/public/site/bis.cz/content/vyrocni-zpravy/2024-vz-cj.pdf

Were they infrastructure-related countermeasures? Yes
Were they sanctions and legal-related countermeasures? Yes
Were they media literacy-related countermeasures? Yes
3. IMPACT
Did the countermeasures raise awareness of the incident? No
Did they impact the threat actor capabilities to produce/distribute disinformation? Yes
Did they trigger other actions by the defender community or threat actor(s)? Yes
Did they reinforce the attribution of the incident? No
Did they deter the threat actor(s)? Yes
4. LEGAL GROUNDS
Are the countermeasures based on national law, international law, or platform Terms of Service? Yes
B. POTENTIAL ADDITIONAL COUNTERMEASURES
Is there anything more that could be done to stop/mitigate the incident? Describe




This template was created as part of EU DisinfoLab’s contributions to the_EFIMI-ISAC FIMI Defenders For
Election Integrity (FDEI) project, an initiative that brought together 10 European organisations to
collaboratively detect and respond to FIMI in electoral processes. The project aims to bolster

democratic institutions by providing tools, establishing response teams, and creating an operational
handbook.
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