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Part 3 – Countermeasures 
 

A.​ COUNTERMEASURES IN PLACE  
Are there countermeasures in place to counter the FIMI incident?  
 
If yes: 

1.​ STAKEHOLDERS INVOLVED 
Who has taken action?  
●​ Researchers (e.g., civil society organisations; academia; media) 
●​ Platforms 
●​ Public government/institutions 
●​ Victims/Targets 
●​ Citizens 

2.​ ACTIONS TAKEN (more detailed in Appendix) 
●​ Exposure-related countermeasures. These include journalistic reporting, fact-checking, and research to 

uncover and counter disinformation. 
●​ Community engagement-related countermeasures. Actions designed to mobilise and strengthen the 

defender community against disinformation. 
●​ Distribution-related countermeasures. These involve actions like content takedowns, de-platforming, 

and reducing content visibility, often requiring collaboration with platforms.  
●​ Infrastructure-related countermeasures. Measures targeting the technical backbone of disinformation 

campaigns, such as domain takedowns or disruptions to content production and distribution.  
●​ Sanctions and legal-related countermeasures. Actions aimed at limiting the resources of bad actors, 

often through law enforcement measures or legal sanctions. 
●​ Media literacy-related countermeasures. They include prebunking, educational programs, digital literacy 

initiatives, and counter-narratives that help audiences critically engage with online information. 

3.​ IMPACT 
Do you know what impact did this(these) action(s) have? 

●​ They contributed to raising awareness of the incident/threat. 
●​ They impacted the threat actors’ capabilities on the production/distribution of disinformation. 
●​ They triggered other actions (more countermeasures by the defender community and/or new attack 

patterns by the threat actors). 
●​ They reinforced the attribution of the incident. 
●​ They contributed to deterring the threat actors. 

4.​ LEGAL GROUNDS 
Are these countermeasures based on any legislation (related to Part 2):  

●​ National law 
●​ International law 
●​ Platform’s Terms of Service 
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B. POTENTIAL ADDITIONAL COUNTERMEASURES  
Is there anything more that could be done to curb the incident spread/mitigate the incident’s impact? 
Would this measure fit in any of the categories described in point A.2? 

 

APPENDIX 

I.​ Exposure-related 
countermeasures 

These countermeasures focus on identifying and revealing FIMI operations, actors, 
and tactics. They include fact-checking, investigative journalism, research, content 
labelling, and verification measures that make disinformation and interference more 
visible and reduce their impact. 

II.​ Community 
engagement-related 
countermeasures 

These countermeasures aim to mobilise and strengthen the defender community, 
ensuring coordination and collaboration among journalists, civil society, 
policymakers, researchers, and platforms. Examples include knowledge-sharing, 
cross-sector partnerships, and public awareness campaigns that reinforce 
collective resilience. 

III.​ Distribution-related 
countermeasures 

These countermeasures reduce the reach and impact of FIMI incidents and 
campaigns by limiting their visibility, accessibility, and circulation. They include 
content takedowns, de-platforming, algorithmic demotion, and moderation policies, 
often requiring cooperation with tech platforms. 

IV.​ Infrastructure-related 
countermeasures 

Countermeasures in this category target the technical backbone of disinformation 
operations, disrupting the means of content production and dissemination. 
Examples include domain takedowns, bot, and troll network dismantling, and 
cybersecurity measures that undermine disinformation actors’ capabilities. 

V.​ Sanctions and 
legal-related 
countermeasures 

These countermeasures aim to deter, punish, or restrict the operations of 
disinformation actors through regulation, legal enforcement, sanctions, and 
compliance requirements. Examples include platform transparency mandates, fines, 
and sanctions, or law enforcement actions against coordinated disinformation 
networks. 

VI.​ Media literacy-related 
countermeasures 

Countermeasures in this category equip individuals with critical thinking skills to 
recognise and resist disinformation. They include prebunking, educational 
programs, digital literacy initiatives, and counter-narratives that help audiences 
critically engage with online information. 
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https://www.disinfo.eu/publications/beyond-disinformation-countermeasures-building-a-response-impact-framework/


 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

This template was created as part of EU DisinfoLab’s contributions to the FIMI-ISAC FIMI 
Defenders For Election Integrity (FDEI) project, an initiative that brought together 10 European 
organisations to collaboratively detect and respond to FIMI in electoral processes. The project 

aims to bolster democratic institutions by providing tools, establishing response teams, and 
creating an operational handbook. 
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