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“It is only by showing that democracy works for people and that it delivers, that we can

’

create a stronger Union. Europe can only thrive if democracy thrives.’

President Ursula von der Leyen, International Charlemagne Prize

1. Introduction

regimes seek to create or widen divisions, instrumentalise conflicts, discredit democratic
actors, in particular free media and civil society, and undermine free and fair elections. Their
aim is to erode @lBAS trust in democratic institutions and in the capacity of democracy to
deliver for people.

(CIPUBISISERSIE) This has brought significant new opportunities for people to freely access
information, express their opinion and participate in public life and democratic debate.

! According to Flash Eurobarometer 550 “Challenges and priorities in the EU”, of July 2024, the first EU main
strength identified by Europeans was respect for democracy, human rights, and the rule of law (38%).

22025 Strategic Foresight Report Resilience 2.0: Empowering the EU to thrive amid turbulence and uncertainty,
COM/2025/484  final; and  ‘Rethinking societal resilience in a time of polycrisis’,
https://publications.jrc.ec.europa.eu/repository/handle/JRC142772 .
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These challenges do not passively appear, as the text suggests. They don't passively appear amidst a spontaneous, inevitable digital transformation. 
They are the consequence of  how specific economic sectors are making significant financial gains of the products systemically causing these challenges.
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The current communication is repeatedly confusing because it mixes distinct categories of people. In this case, the Eurobarometer refers to “Europeans”, not “European citizens”, and the distinction matters.
Thanks to freedom of movement, many EU nationals live in another EU Member State, but this residence does not automatically make them citizens of that country. They remain nationals of their state of origin and therefore do not acquire the full set of citizenship rights everywhere they reside.
In addition, democratic participation and involvement in the public sphere also concern many non-citizens, who nonetheless exercise fundamental rights, contribute to public debate, and are affected by EU policies. Reducing democratic engagement only to formal citizenship overlooks these legitimate actors. 
This is the reason why "citzens" will be highlighted in this readout.
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in'three priority areas, aimed at empowering strong and resilient democracies by:

3 European Commission, Communication on the European Democracy Action Plan, COM(2020) 790 final.

4 Buropean Commission, Communication on Defence of Democracy, COM(2023) 630 final. As part of this
Package, the Commission proposed a Directive on interest representation activities carried out on behalf of third
countries, currently under discussion by the co-legislators.
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Many announcements here are not a new set of measures, but more a repackaging of previously announced initiatives, or extended voluntary and non-binding commitments.
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It is unfortunate the Commission did not present any communication of the impact and successes of these actions, which could have helped to better assess the reach of the Democracy Shield.

EUDL
While these measures are crucial to safeguard the basic functioning of democracy under the threats mentioned later, it is concerning that none of the three priority areas mentions tackling the root cause of the problem.
Additionnally, it is unclear under which authority or legal entity the ECDR should be based upon.
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This sentence should be more inclusive and read like this « We, Europeans, and our freedoms »…
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threats, in particular foreign information manipulation and interference (FIMI) and
disinformation. Its aim will be to improve situational awareness and the capacity to anticipate
and detect threats, ENEIOP o COBUSHARAICOORAIRAEE carly warning system and support rapid
response capacity. It will also support the raising of awareness to prepare and empower
societies and institutions, making them more resilient to information-manipulation and
disinformation. [ts work will contribute to consolidating the EU’s whole-of-society approach
to strengthen preparedness, increase awareness and build democratic resilience.

The European Democracy Shield will contribute to strengthening our democracies and
empowering Europeans to exercise their rights, to freely form and express their opinions, and
to have agency and participate in the democratic life of the Union actively and safely. Its actions
will strengthen democratic institutions, protect the integrity of elections and support media
freedom and pluralism, so that our democracies remain strong, open and plural, and built on
citizens’ trust. It will be implemented in synergy with the EU’s agenda on security, defence,
preparedness’,and in coherence with EU external action more broadly.

2.1. A new European Centre for Democratic Resilience: reinforcing
situational awareness and strengthening societal resilience

Building democratic resilience requires reinforced efforts at all levels of government, among
EU institutions, Member States, and within society as a whole. These coordinated efforts need
to focus on improving situational awareness and the collective capacity to anticipate,
detect and respond to threats and on building democratic resilience. A great deal of work
has already been done to meet these challenges, with tools and structures emerging at both
national and European level® and delivering some important results.

However, many of these structures only address specific areas and communities, they use
different methodologies and often offer limited response capacity and have limited links to the
work of competent authorities at national and EU level. It'is essential that these efforts are
brought together; stronger links need to be fostered to reinforce the situational awareness and
to improve the EU’s collective capacity to monitor, detect and anticipate information
manipulation and disinformation campaigns’.

To address these needs, the Commission will set up a European Centre for Democratic
Resilience. The Centre will offer a framework to strengthen coordination and information

5> Buropean Commission 2025: White Paper for European Defence Readiness, JOIN/2025/120 final; European
Preparedness Union Strategy, JOIN(2025) 130 final; ProtectEU: a European Internal Security Strategy,
COM(2025) 148 final.

¢ Several frameworks, structures and tools already exist at EU level and national level for addressing FIMI and
disinformation, as well as societal resilience more broadly. At EU level, this includes, among others, the EEAS
managed EU Rapid Alert System (RAS), the Commission’s internal Network against Disinformation,
EUvsDisinfo, the European Digital Media Observatory (EDMO), the DSA elections roundtables, work in the
European Cooperation Network on Elections (ECNE). Dedicated structures exist also at national level such as
Viginum in France and the Swedish Psychological Defence Agency, or the whole of society approach to
democratic resilience rolled out by Finland.

7 As also called in the Presidency Conclusions of May 2025 on strengthening democratic resilience -
https://www.consilium.europa.eu/en/press/press-releases/2025/05/27/presidency-conclusions-on-strengthening-
eu-democratic-resilience/.
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It is unfortunate the Commission is not describing what is missing from the current situational awareness systems,  but instead is announcing existing measures, such as the Rapid Alert System that is in place since 2019.
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The European Commission should be aware the word « awareness » is used in three consecutive sentences in the same paragraph.
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sharing between EU institutions, bodies, offices and agencies and Member States and support
operational cooperation and capacity building, This will facilitate a more integrated and
effective approach to increasing the situational awareness and to develop a robust and
coordinated early warning system that can support response capacity. The Centre’s work will
also contribute to raising awareness to prepare and empower citizens, society and institutions
and make them more resilient.

The Centre will primarily work as a dedicated hub for exchange and operational cooperation
among EU institutions and Member States. The Centre will link together existing networks and
structures working on prevention, detection, analysis and response to patterns of threats in the
information space, and work to develop joint approaches, practices and methodologies and
exchanging relevant data and analyses. It will support trainings and capacity-building activities.
It could further advise on common response tools, strategies, standard operating procedures,
protocols or joint exercises. The Centre will be supported by and work in close coordination
with the Rapid Alert System, which is an established mechanism to exchange information on
FIMI and disinformation between EU institutions and the Member States.

A Stakeholder Platform for independent non-institutional stakeholders will be established to
enable contributions from a broad set of relevant stakeholders and communities and to feed
these contributions into the work of the Centre. This platform will bring together stakeholders
such as civil society organisations, think tanks, researchers and academia, fact-checkers and
@IEGENPIONEEES. 1n full respect of the independence of all participants, this platform will
facilitate the exchange of information, expertise and advice, and will gradually build on
existing stakeholder communities such as the European Digital Media Observatory (EDMO),

(@EndneRIcommunitiesysuch as the European Network of Fact-Checkers @idiicHutire/common
(RSP OREAREORE T he platform will support the dissemination of research and other

outputs and encourage exchange among different stakeholders.

The Centre will fully respect EU and national competences and the independence of existing
structures at national and EU level. Its development will be rolled out progressively, based
on Member States’ voluntary participation, and on their input and needs for support and
cooperation, to ensure that it delivers the best support to national authorities and jointly at EU

level. Building on ongoing EU support and engagement with international partners®. the Centre

2.2. Safeguarding the integrity of the information space

Strengthening the integrity of the information space (GISUPPOIEVEryONCHINSOCIety to access

reliable and trustworthy information, exercise their democratic rights and engage meaningfully

8 G7, NATO, the UN, the Organisation for Security and Cooperation in Europe, or the Council of Europe.
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It is unclear how can a framework be a new community.
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The European Network of Fact-Checkers is not a new community as it has been established already in 2022, through an initial project of the EU Commission.
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with institutions and communities is essential. (FaNSparencysraccountabilityranduntcoritymin
the information space are key for ensuring that people’s voices are heard, to empower them to
be active citizens and to build and sustain their trust in democratic processes.
Foreign information manipulation and interference (FIMI)® and disinformation campaigns are
precisely intended to undermine public trust in the information space and democratic
institutions while amplifying societal divisions'’. They are enabled by a (lIICIAHONIONICH
These include the inauthentic use of social media'!, fake social
media accounts, websites designed to mimic official sources, artificial amplification of divisive
content, use of synthetic content like deepfakes and other Artificial Intelligence (‘AI’)-
generated content. Their spread often relies on inauthentic behaviour like fake accounts, Al
and bot-driven amplification and inauthentic engagements. Such coordinated operations, often
part of broader hybrid campaigns, are increasingly sophisticated and decentralised, and may
involve networks that operate across multiple platforms and jurisdictions, often under (GG

To address thesc @8U68 the EU has dedicated legislatio{iilliplaee The AI Act'? establishes
transparency obligations for providers and deployers of certain Al systems, including the duty
to mark and enable detection when content has been artificially generated or manipulated, and
an obligation of labelling regarding deep fakes and certain other Al-generated publications on
public matters. The Digital Services Act'® (DSA) also{CONTIDUES)o strengthening the integrity
of the information space, regulating responsibilities and requiring providers of Very Large
Online Platforms (VLOPs) and Very Large Online Search Engines (VLOSEs) to mitigate
systemic risks to society and democracy stemming from their services, in full respect of users'
freedom of expression. The DSA (Eli@Nees algorithmic transparency, (EHIPOWCTINSIISEES) (0
control how recommender systems influence the content they see online and enabling
researchers to access platforms’ data. The DSA also grants the Commission the power to
scrutinise the design of the algorithmic systems, with the support of the European Centre for
Algorithmic Transparency (ECAT). The implementation and enforcement of this legislation
are key priorities, and several procedures related to certain providers of VLOPs on the
assessment and management of systemic risks to civic discourse and electoral processes are

9 FIMI is a pattern of behaviour that threatens or has the potential to negatively impact values, procedures and
political processes. Such activity is manipulative in character, conducted in an intentional and coordinated manner.
Actors of such activity can be state or non-state actors, including their proxies inside and outside of their own
territory.

10 The replies to the open public consultation carried out by the Commission to prepare the Democracy Shield
show that respondents consider the inauthentic use of social media and FIMI as some of the most important risks
to democracy. Also, a special Eurobarometer [reference: EB Special 568] from 2025 revealed that respondents
consider FIMI and disinformation as a major challenge for democracy, alongside growing distrust in democratic
institutions and processes. The same Eurobarometer survey shows that over seven in ten Europeans are concerned
that voters’ decisions are based on disinformation.

I Automated software programmes designed to perform repetitive tasks over a network, often imitating real users
12 Regulation (EU) 2024/1689 of the European Parliament and of the Council of 13 June 2024 laying down
harmonised rules on artificial intelligence, OJ L, 2024/1689, 12.7.2024. It will apply from 2 August 2026.

13 Regulation (EU) 2022/2065 of the European Parliament and of the Council of 19 October 2022 on a Single
Market for Digital Services, OJ L 277,27.10.2022, pp. 1-102.
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They are not enabled by the techniques, which are only actions designed to abuse vulnerabilities. FIMI and disinformation attacks are enabled by the structural and business model vulnerabilities of key digital infrastructure, social media services in particular.
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This assessment is mostly untrue. Most disinformation and FIMI attacks, as well as disinformation during elections can be attributed and could be prosecuted for their illegality.

EUDL
These are not "issues" - they are democracy-threatening, often-profitable, security loopholes in social media networks.

EUDL
The regulation needs to be enforced, not simply left passively in place.

EUDL
The actual enforcement of the DSA would contribute to this, the existence of the instrument alone does not.

EUDL
In theory. 1120 days after the entry into force,  algorithmic transparency has not moved forward.
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The recent case Bits of Freedom won against Meta in the Netherlands shows that users are still not empowered to control or even choose easily different recommender systems.
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ongoing.

Exchanges among these mechanisms may be
supported by the European Centre for Democratic Resilience and its stakeholder platform.

he EU Digital
Identity Wallets, which will be available for EU citizens and residents by the end of 2026,

14 According to Article 91(2) of the DSA, by 17 November 2027, and every five years thereafter, the Commission
shall evaluate this Regulation, and report to the European Parliament, the Council and the European Economic
and Social Committee.

15 Article 48 of the DSA Regulation provides for a specific procedure for the establishment of such a protocol.

16 Commission Delegated Regulation of 1.7.2025 C(2025) 4340 final and Article 40 DSA.

17 Such as the NIS2 Directive, the Cybersecurity Act, the Al Act, the Regulation on political advertising and the
Regulation on addressing the dissemination of terrorist content online.

18 See Commission Opinion - Assessment of the Code of Practice on Disinformation, C(2025) 1008 final,
https://ec.europa.eu/newsroom/dae/redirection/document/112679

1 Building on Commitment 19 of the chapter on Empowering Users and Commitment 1 of the chapter Scrutiny
of Ads Placement of the Code of Conduct on Disinformation.

20 To those who consistently spread disinformation.

21 Building on commitment 41 of the chapter Monitoring the Code of the Code of Conduct on Disinformation
related to structural indicators.

22 Building on Commitment 15 and Measure 15.1 of the Code of Conduct on Disinformation.

23 Solutions could be explored notably to help users to verify if they interact with a real human being (e.g. through
a verification icon).


EUDL
The EUDS was adopted 1120 days after the DSA. So far the Commission has not enforced any decision under the Act. 
The priority should therefore be using the tools we have, in particular the DSA to ensure, finally, that VLOP/SEs obey the law.

EUDL
The code does not "provide" anything but lists voluntary commitments from platforms. At this stage,  the code has not been used to determine compliance of VLOP/SEs, and public assessments from civil society organisations stated that VLOP/SES were not compliant with their own voluntary engagements. If the Commission looks at strentghening efforts on recommender systems, 1120 days after the adoption of the DSA, does it mean the Commission is admitting that this systemic risk has not been mitigated?
The Commission states this in the knowledge that it cannot enforce the code and that an entirely non-compliant platform cannot be stopped from saying it is a signatory/member of the code. Additionally, this paragraph mentions 
"an enhanced tool to understand disinformation", which is very blurry.
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could facilitate such measures and promote trust and security in online interactions by enabling
secure identification and authentication?*.

Member States efforts to ensure the integrity of the information space can be strengthened at
EU level through coordination of approaches and the pooling of expertise and information
building on the existing FIMI Toolbox>’. Working with national authorities and experts, the
Commission will support the preparation of a Blueprint for countering FIMI and
Disinformation, including tools and guidance on measures to anticipate, detect and respond,
as well as a dedicated mechanism for professional exchanges and team working to support
national capacity-building and mutual learning.

neighbouring countries associated with the Digital Europe Programme. It will boost fact-
checking capacity in all EU official languages, especially during situations such as elections,
health emergencies or natural disasters where access to reliable information is critical. (i)

information, supporting cross-border collaboration and enabling timely reactions. Jt will also

provide access to a protection scheme for fact-checkers in the EU against threats and
harassment, including legal and psychological protection. In supporting fact-checkers to reach
a broader audience, the network will make a substantial contribution to societal resilience®’.

24 EU Digital Identity Wallets will provide a safe, reliable, and private means of digital identification for everyone
in Europe. Every Member State will provide at least one wallet to all its citizens, residents, and businesses allowing
them to prove who they are, and safely store, share and sign important digital documents.

25 This toolbox provides a framework for action: https://www.eeas.europa.cu/eeas/information-integrity-and-
countering-foreign-information-manipulation-interference-fimi_en.

26 As announced in the Commission President’s 2024-2029 Political Guidelines. A call for proposals was open
from 15 April to 2 September 2025 https:/digital-strategy.ec.europa.cu/en/news/commission-launches-eu5-
million-call-strengthen-european-fact-checking-network.

27 Preparatory Action call for projects increasing the reach and impact of professional content produced by
independent fact-checking organisations in the EU https://digital-strategy.ec.europa.eu/en/funding/boosting-
visibility-fact-checking-content-europe.

28 A call for tenders for up to EUR 2.56 million was issued under the Digital Europe Programme (DEP) in July
2025. See: https://digital-strategy.ec.europa.eu/en/funding/commission-launches-call-continuation-european-
digital-media-observatory/.
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The European Network of fact-Checkers (EFSCN) was already set up in 2023 through a Commission project. Since then, the EFCSN has been structured through a network independent from the EU Commission, working on developing new projects linked to fact-checking. Unless the Commission is considering launching a competitive initiative to the EFCSN, this makes reference not to the setting up a network, but committing to continue support announced previously.

EUDL
The repository of fact-checking is either announcing something that already exists and managed by EDMO or the launch of a new duplicated effort. https://edmo.eu/resources/repositories/repository-of-fact-checking-articles/

EUDL
The extended mandate of EDMO has already been announced earlier this year. This extended mandate does not come with extended budget; funding is still estimated at around 1,2 million euros/year for EDMO Central. It is therefore uneclear how, with the same budget, and no visibility on future budgets for EDMO hubs, EDMO will be able to develop new capacities. There is impenetrable confusion between current hubs, current activities, future scope and future organisation of the EDMO network, within the Centre.
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The Commission should acknowledge that it is civil society overall that is targeted by threats and harassment.


It will help deepen the understanding of how
campaigns spread online and how they impact the integrity of the information space. It will
support the development of tools to facilitate the detection of Al generated or manipulated
audio, images and video (GlliSIcpIesenmae® or depict disinformation narratives (for instance
deepfakes impersonating politicians). It will also help trace new forms of coordinated
inauthentic behaviour, including by cross-platform coordination, the use of bots, or algorithmic
amplification.

=
=}
aQ
[=
(¢}

presenting risks to public security including by suspending media licences. The European

Media Freedom Act (EMFA)* @ll6W8 for quick and efficient coordination of actions against
such providers by EU media regulators, gathered in the European Board for Media Services.

2 A new EDMO hub, FACT, is being launched in 2025 to fight disinformation in Ukraine and Moldova with an
EU grant worth EUR 1.29 million under DEP (as part of a broader call for proposals worth EUR 8.8 million). The
project will run until 2027. See https://ec.europa.eu/info/funding-
tenders/opportunities/portal/screen/opportunities/projects-details/43152860/101226241 Link to the new EDMO
tender: Commission launches call for the continuation of the European Digital Media Observatory | Shaping
Europe’s digital future.

30 Such as access to shared cloud resources and software. This will complement ongoing initiatives increasing
detection speed and analytical capacity of sophisticated malicious activities (e.g. coordinated inauthentic
behaviours) often part of hybrid attacks.

31 Regulation (EU) 2024/900 of the European Parliament and of the Council of 13 March 2024 on the transparency
and targeting of political advertising (OJ L, 2024/900, 20.3.2024, ELI: http.//data.europa.eu/eli/reg/2024/900/0j).
32 https://www.eeas.europa.eu/eeas/information-integrity-and-countering-foreign-information-manipulation-
interference-fimi_en.

33 Regulation (EU) 2024/1083 of the European Parliament and of the Council of 11 April 2024 establishing a
common framework for media services in the internal market and amending Directive 2010/13/EU (European
Media Freedom Act) (OJ L, 2024/1083, 17.4.2024, ELI: http://data.europa.eu/eli/reg/2024/1083/0j).
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The Commission is making promises on the independence and quality of the undefined framework, but says nothing about how participation will be economically viable.
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It seems, by implication, that the toolbox is not or may in the future not be fully used - it is unfortunate that the Commission did not clarify why.
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In a context of geopolitical tensions and increased polarisation
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Actions:
o [n the framework of the Digital Services Act
o Prepare a DSA incidents and crisis protocol
o Continue its engagement with signatories of the Code of Conduct on
Disinformation to strengthen measures to tackle manipulative techniques
online
e Support the preparation of an EU Blueprint for countering FIMI and disinformation
o Set up a European Network of Fact-Checkers
o FExtend the mandate of the European Digital Media Observatory
o Support setting up a common research support framework to strengthen monitoring of
information manipulation and disinformation campaigns
e Development by the European Board for Media Services, in consultation with the
Commission, of a list of common criteria for EU media regulators when they act
against rogue non-EU media operators presenting risks to public security
e Reinforce capabilities of EU Delegations, CSDP missions and operations, EU Member
State Embassies to counter FIMI
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While this is well-intentioned, it is impossible to know if this is describing current efforts or plans... it strengthens its efforts and this is important... OR it is important that this strengthening be undertaken? It is also impossible to know what would constitute a like-minded country, nor what regional partners are not countries. Is this similar to like-minded countries? the previously-mentioned regional partners?
it is unclear what the Commission means when it says it will support "regulatory initiatives" abroad.
The Commission urgently needs to provide clarity on why these initiatives would fall outside a neutral definition of FIMI.
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e Deploy proactive strategic communication campaigns in priority regions

e Provide targeted capacity building and support to EU candidate countries and
potential candidates to reinforce resilience to FIMI and hybrid interferences,
including through CSDP missions

e Leverage international partnerships for collective responses against FIMI, including
through the G7 Rapid Response Mechanism, EU-NATO cooperation and Security and
Defence Partnerships

2.3. Stronger democratic institutions, free and fair elections and
free and independent media

Free and independent media, free and fair elections and strong and resilient democratic
institutions and processes are essential to enable @ill@l® to participate meaningfully in the
political life, choose their representatives, hold them accountable and fully exercise their rights
and freedoms. Recent elections, including in Romania and Moldova*, illustrated a broader
escalation in interference from Russia and its proxies in the European democratic space.

2.3.1. Strengthening the fairness and integrity of electoral and other democratic processes

Elections that are universal, equal, free and based on secret and direct suffrage are part of
Europe’s common electoral (EEMMOMS . While the organisation and conduct of elections are
the competence of the Member States, strengthened cooperation at EU level is needed to
address common challenges in this field*¢. The Commission facilitates valuable exchanges and
mutual support through the (Sl fOPCAINGOODETANONINCONORKIONNDICCHONMIBONI) hich
brings together national authorities with responsibilities in electoral matters. (For example, in
June 2025, the Commission published a checklist on the integrity of elections and a risk-
management matrix for elections, prepared with Member States in the framework of ECNE.
The joint mechanism for electoral resilience, organised and coordinated through ECNE (in
close cooperation with the Network and Information Systems (NIS) Cooperation Group and
the RAS) supports the operational deployment of joint expert teams and expert exchanges, in
particular in the area of online forensics, disinformation and cybersecurity of elections.

The Commission will intensify its support to Member States and stakeholders to enhance
electoral integrity and preparedness, protect election-related infrastructure critical for the
organisation and conduct of elections, minimise risks of foreign interference, strengthen
election networks, electoral cooperation and reporting, and encourage the observation of

34 https://www.presidency.ro/files/userfiles/Documente%20CSAT/Document%20CSAT%20SIE.pdf and
https://www.sis.md/sites/default/files/comunicate/fisiere/Raport SIS Public_Interferenta in_procesul electoral.
pdf.

35 See among others the EU Electoral Act, the 2023 Commission Recommendation on inclusive and resilient
electoral processes in the EU, as well as the Code of good practice in electoral matters, European Commission for
Democracy Through Law, Venice Commission, Opinion No. 190/2002, Strasbourg, 25.10.2018)

36 There is a need to better protect electoral processes, including the election-related infrastructure, from attacks
combining FIMI and disinformation campaigns and a range of other tools and tactics, such as cyberattacks, covert
campaign financing, vote buying, attacks against political candidates, attempts to instigate social unrest or acts of
violence and destabilisation.
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37 Directive (EU) 2022/2555 of the European Parliament and of the Council of 14 December 2022 on measures

for a high common level of cybersecurity across the Union, OJ L 333, 27.12.2022, pp. 80—152.

38 Regulation (EU) 2024/2847 of the European Parliament and of the Council of 23 October 2024 on horizontal

cybersecurity requirements for products with digital elements, OJ L, 2024/2847, 20.11.2024.

3 https:/digital-strategy.ec.europa.cu/en/news/new-cybersecurity-compendium-how-protect-integrity-elections-
ublished.

40 Regulation (EU) 2025/38 of the European Parliament and of the Council of 19 December 2024 laying down

measures to strengthen solidarity and capacities in the Union to detect, prepare for and respond to cyber threats

and incidents, OJ L, 2025/38, 15.1.2025

41 The Guidelines issued by the Commission support the application of this Regulation and help all actors falling

under its scope to understand and comply with their obligations. The Commission will establish a new stakeholder

expert group to monitor and collect practical feedback on the implementation of the rules. Furthermore, the

Commission will support the preparation of templates and other tools to facilitate the application of the Regulation.

42 Within the framework of ECNE, the Commission will also organise exchanges on election polls.

4 This will be based on relevant standards and include experience gained in the context of EU Election

Observation Missions.

F
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ogether with the national Digital Services

phenomena*.

]

A wide range of phenomena involving online platforms and search engines give rise to a heightened risk to

Services Coordinators have proven useful in enhancing information exchange between stakeholders on election
related issues, strengthen situational awareness and to test platforms’ preparedness.

47 By participating in roundtables with all actors concerned as well as by organising stress tests.

48 For example, the exposure of EU citizens living abroad to FIMI and disinformation campaigns during electoral
periods.
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While the underlying intent may be positive, relying on purely voluntary measures to implement priorities with no obvious practical meaning (human centred, responsible), and no enforcement mechanisms is unlikely to produce worthwhile outcomes.

EUDL
Three years after the DSA was adopted, actual enforcement of the law is finally needed.

EUDL
We are not aware of any evidence of the Code of Conduct playing a key role in addressing election-related threats. Under the Code of Practice/Conduct of disinformation, massive disinformation campaigns such as Doppelganger, Storm1516 or the Romanian targeted campaigns were not prevented.
Reporting time-sensitive content does not need a code of conduct and could be enforced without it. It is also not clear why the Commission considers that the current Rapid Response System is not applicable in crisis situations.
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on relevant EU rules and standards’! the Commission will support common work with the
Member States on the transparency and integrity of funding in politics, looking at issues of
common interest such as anonymous donations and cryptocurrency, which can be use
in ways that are not transparent and difficult to detect. The Commission will bring

together national experts, notably under the umbrella of ECNE and in close cooperation with
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4 Cooperation under the Code proved to be particularly useful in the context of crisis such as the Covid pandemic
and Russia’s invasion of Ukraine as well as regarding elections.

30 For example, the Regulation on political advertising, DSA, AI Act, EMFA, etc.

3! This will notably rely on the work to support the application of the Regulation on political advertising, the

agreed between the co-legislators in June 2025, provides for reinforced rules on the prohibition of indirect funding
and donor transparency).

52 Including expertise gathered during elections observation missions.

53 Threats against journalists, media professionals and politicians figure prominently among the concerns
respondents to the open public consultation that the Commission conducted to prepare the Democracy Shield had
with regards to the risks for democracy in the EU.
https://eige.europa.eu/publications-resources/publications/combating-cyber-violence-against-women-and-
girls-developing-eu-measurement-framework.
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A voluntary network for the creation of voluntary commitments? It is not the Commission's role or responsibility to spend time and resources on educating people on the law or to certify the capacity of individuals to operate as influencers.
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If the Commission wants to say that they are used to circumvent the law, it should say this.

EUDL
On what basis does the Commission apparently believe that best practices and possible guidelines will be adequate, particularly bearing in mind the Commission's view that addressing systemic risks is key to prevent interference and critical to ensure a level playing field among political parties and candidates
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The threats to the integrity of electoral processes are complex and multifaceted, requiring
preparedness and response across a broad spectrum of policies and actors. Moldova’s recent
experience demonstrates that FIMI can be resisted, and its impact reduced, and that
preparedness, firm political commitment, effective coordination and EU’s support can
significantly enhance democratic resilience to hybrid threats.

55 https://cdn.table.media/assets/wp-content/uploads/2025/03/07145057/Gender-Equality-Report-Chapeau-
Communication.pdf.

% Among other, this will build on the 2023 Recommendation on inclusive and resilience electoral processes, other
relevant EU rules and policies (e.g. on victim rights, violence against women, racism and xenophobia and personal
data protection) as well as ongoing international initiatives supported by the EU

57 The main disinformation narratives during the election campaign aimed at polarising society, undermining trust
in democracy, and obstructing the country’s European path. They focused on claims of political oppression and
corruption by the government, electoral fraud, loss of sovereignty, as well as fear-stoking of potential armed
conflicts (EDMO hub report https://brodhub.eu/en/republic-of-moldova/report-the-observation-mission-of-the-
2025-parliamentary-elections-in-the-republic-of-moldova/ n of the 2025 Parliamentary Elections in the Republic
of Moldova — BROD).

38 See reports by FACT (EDMO hub covering MD): https:/fact-hub.eu/moldova/

and BROD (EDMO hub covering RO and BU): https://brodhub.eu/en/republic-of-moldova/.
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EUDL
This section is confusing, is the guide dedicated to the candidates to protect their own safety or to authorities?
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This is a very relevant example. However, it seems to see what happened in Moldova (a candidate country) as an example of what the Shield is supposed to do within the EU. Does the Commission consider that Moldova is more advanced than the EU regarding protecting elections?


Enhancing electoral integrity is also a central priority in the EU external policy. It is a strategic
imperative, as many of the challenges and attacks on European democracies and electoral
processes are transnational by nature and can only be truly safeguarded if the EU is surrounded

eSS andNntegrity orelectorallandlother demoGTalicIpTosEsse® Cooperation and exchanges

between the Centre and relevant EU-level structures and cooperation mechanisms in this area,
will fully respect applicable legal frameworks, the independence or particularities of these
structures and their participants, and existing procedures (e.g. ECNE, the network of national
contact points on political advertising or the Digital Services Board).

Actions:

o Support reinforced cooperation with Member States under the FEuropean
Cooperation Network on Elections (ECNE) to enhance electoral integrity and
preparedness

e Prepare guidance on the use of Al in electoral processes

o Update of the Digital Services Act Elections Toolkit

e Support the setting up of a voluntary EU network of influencers

3

o https://digital-strategy.ec.europa.eu/en/news/new-european-digital-media-observatory-hub-fights-

disinformation-ukraine-and-moldova.

0 On 11 June 2013, in cooperation with Moldova’s Ministry for Economic Development and Digitalisation, the
Delegation of the European Union to the Republic of Moldova and the European Union Partnership Mission in
Moldova, https://digital-strategy.ec.europa.eu/en/news/commission-services-and-moldovan-authorities-conduct-

stress-test-potential-digital-hybrid-threats.

61 Building on the successful iteration of the temporary escalation mechanism during Moldova’s 2024 elections
and the experience of the Rapid Response of the Code.
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o  Support common work with the Member States on the transparency and integrity of
funding in politics

e Prepare a Commission Recommendation and a dedicated guide of best practices on
the safety of political candidates and elected representatives

e Reinforce cooperation with international election observers to strengthen capacities

to monitor disinformation on social media during election observation outside the
EU

2.3.2. Strengthening the resilience of free and independent media

| I

These changes in the information environment affect how information is produced, shared,
consumed and trusted. @l#@® rely increasingly on online platforms and recently on generative
Al to access information and form their opinions on a wide range of issues, including politics.

Online platforms are becoming the main sources of information for young people®, especially
65

via influencers

62 Respondents to the open public consultation conducted by the Commission to prepare the European Democracy
Shield identified as a priority for democratic resilience to ensure pluralism of free and independent media and a
safe environment for journalists.

% Directive (EU) 2024/1069 of the European Parliament and of the Council of 11 April 2024 on protecting persons
who engage in public participation from manifestly unfounded claims or abusive court proceedings, OJ L,
2024/1069, 16.4.2024.

64 According to the Social Media Survey 2025, for youth aged between 15 and 24, the most used source for content
on social and political current affairs is  social media platforms (65%). Source:
https://europa.eu/eurobarometer/surveys/detail/3592.

%5 European Media Industry Outlook. See: https://digital-strategy.ec.curopa.eu/en/library/2025-european-media-
industry-outlook-report. The 2024 Reuters Institute Digital News Report shows that 57% of TikTok users and
53% of Instagram users declare that influencers are their primary source of news, ahead of journalists and print
media (41% and 34% respectively).

% Insert latest market share stats from Eurostat.
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EUDL
This sentence is counter-intuitive - it appears to be trying NOT to say that the media sector has been impoverished by the online advertising business model, which is characterised by clickbait and fraud.
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The Commission's unwillingness to say that this is exactly how the platforms, almost all of which are part of the Code of Conduct on Disinformation are designed to work, is deeply disturbing.
This situation has made it harder for media companies to sustain themselves - and harder for them to reach their traditional audiences in the cacophony of clamouring clickhate.
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Under the Digital Markets Act’®, the Commission will include amongst its priorities
enforcement actions that promote an independent and diverse media landscape, including by
increasing transparency of online advertising. Emerging challenges, such as the rollout of Al-
powered services, is also having an impact on fair and contestable digital markets for media.
The Commission is holding regulatory dialogues on these issues with the concerned

67 https://cmpf.eui.eu/local-media-for-democracy-research-results/.

% In its 2025 Rule of Law report the Commission found that increasing attention is given to the safety and
protection of journalists, amidst continuing threats, with Member States setting up or continuing to operate support
structures or strengthening the legal protection of journalists. https://commission.europa.eu/publications/2025-
rule-law-report-communication-and-country-chapters_en

% Guidelines on the assessment of horizontal mergers under the Council Regulation on the control of
concentrations between undertakings, 2004/C 31/03 and Guidelines on the assessment of non-horizontal mergers
under the Council Regulation on the control of concentrations between undertakings, 2008/C 265/07.

70 Regulation (EU) 2022/1925 of the European Parliament and of the Council of 14 September 2022 on contestable
and fair markets in the digital sector, OJ L 265, 12.10.2022, pp. 1-66.
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Three years after the entry into force of the DSA this has not happened, nor is there an indication that it will happen
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gatekeepers. This is also part of the ongoing DMA review, which will report on the issues
identified and potential future steps.

! |
(

The development of generative Al, while bringing opportunities, presents various challenges
to the media ecosystem. Online piracy and the use of copyrighted material to train Al models
without permission remains a significant threat to the media sector, eroding revenues and
impacting on quality and diversity of media. The Commission will review the Directive on
copyright in the Digital Single Market’ and consider how to improve its effectiveness in the
context of these developments.

The Commission will also deploy its financial tools to support the economic resilience of the
media sector in the EU and beyond. The Media Resilience Programme will bridge current
support to the media with funding programmes proposed in the new Multiannual Financial
Framework (MFF)’>, preparing the ground for the successful deployment of the next MFF.
This Programme will support independent journalism and media literacy, underlining the
Commission's efforts to strengthen sustainable news media sector, including local journalism,
also in EU candidate countries and potential candidates. The Commission will ramp up the
support provided to local media through Creative Europe, by fostering projects focusing on

! Directive (EU) 2018/1808 of the European Parliament and of the Council of 14 November 2018 amending
Directive 2010/13/EU on the coordination of certain provisions laid down by law, regulation or administrative
action in Member States concerning the provision of audiovisual media services (Audiovisual Media Services
Directive) in view of changing market realities, OJ L 303, 28.11.2018, pp. 69-92.

2 In the review of the audiovisual media rules, the Commission will focus on ways to ensure a fairer media
ecosystem, where viewers — particularly younger ones — are adequately protected when they consume audiovisual
content online, including content made available by influencers.

73 European Commission, Communication on the application of State aid rules to public service broadcasting,
2009/C 257/01 on which the Commission launched a public consultation in October 2025 seeking input from
public authorities, businesses, and citizens.

74 Directive (EU) 2019/790 of the European Parliament and of the Council of 17 April 2019 on copyright and
related rights in the Digital Single Market, OJ L 130, 17.5.2019, pp. 92—125.

75 Notably the proposed AgoraEU programme.
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It is unclear what concrete measures this is "further" to. Prominence cannot be "strengthened", it can only be increased or decreased. AVMS of general interest are not defined in the AVMSD. 
"Modernise advertising rules" has no obvious meaning - but existing GDPR rules need, finally, to be enforced. The DSA needs to be enforced. The DMA needs to be enforced.
It inadequate to propose looking at influencers through a Directive, which can and will be implemented in different ways in different Member States, and also in an Regulation ("Act") which is limited to consumer protection. Such double regulation is going against the narrative of "simplification" that the Commission is actively promoting.
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The Commission fails to acknowledge the sector is being financially damaged by non-compliance of online advertising services, particularly VLOPs with the GDPR, DSA and DMA. While short term action is needed, it should not be forgotten that failing to fix this core problem and instead using public funds to shore up the victims of this illegality is ultimately subsidising big tech.
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76 The Commission also supports independent local journalism and contributes to the training of aspiring
journalists through measures focusing on specific topics, such as under EU cohesion policy. Its locally oriented
information measures and capacity-building actions help tackle the ‘news deserts’.

77 Al strategy COM(2025) 723 final.

8  Actions  supporting the news media sectors are available at:  https:/digital-
strategy.ec.europa.eu/en/policies/news-initiative. Noteworthy cooperation initiatives have also been launched at
the initiative of Member States. New examples of such cross-border initiatives include ARTE+ and the
“informational shield” project launched by Deutsche Welle and France Médias Monde.

7 Support to independent and pluralistic media, access to information and the fight against disinformation, as well
as safety of journalists and media workers online and offline are key priorities under the EU Action plan for
Human Rights and Democracy, and includes actions such as EU’s Human rights defenders mechanism:
ProtectDefenders.eu and EU support to the European Endowment for Democracy (EED) who supports democracy
actors, including independent media platforms and journalists . https://democracyendowment.eu/.

80 Commission Recommendation (EU) 2021/1534 of 16 September 2021 on ensuring the protection, safety and
empowerment of journalists and other media professionals in the European Union, C/2021/6650.

81 The Commission will also renew the mandate and composition of the expert group against SLAPPs to foster
support for victims and review EU private international law rules to assess the possible need to include SLAPP-
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Private Investments are not directly supporting quality independent media. But they would be needed to rebuild distribution systems that are independent of monolithic platform recommender systems.
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Actions:

e Review the Audiovisual Media Services Directive

o Address challenges to the media ecosystem in the context of the review of the
Directive on copyright in the Digital Single Market

e Provide guidance to maintain competition and foster media plurality and diversity in
the context of the revision of the Merger Guidelines

o Assess the fitness of existing State aid rules for public services broadcasting in the
evaluation of the 2009 Broadcasting Communication

o Launch a Media Resilience Programme to support independent journalism and
media literacy

e Reinforce measures on the safety of journalists and combating abusive litigation
(SLAPP)

e  Support quality independent media and journalism beyond EU borders

2.4. Boosting societal resilience and Glfill@l® engagement

8 See for instance projects in receipt of funding from the Creative Europe programme such as Media Freedom
Rapid Response.

8 EU core support to independent media, delivered via the European Endowment for Democracy has reached an
audience of at least 36 million via social media channels, in Russia alone. Since 2022, the EU supported outlets
have increased their audience by at least 15 to 20 %.
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This is frequently overlooked and should be a priority.
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There is confusion between civic education and citizenship education.
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2.4.1. Gitigenship education and skills for democracy
Citizenship skills, including media and digital literacy are critical for democracy. A broad range

Measures in education

Schools and educational institutions play a key role in developing Citizenship s

informed and engaged €itizens, thereby building more resilient democratic societies.

8 European Commission: Directorate-General for Education, Youth, Sport and Culture, Guidelines for teachers
and educators on tackling disinformation and promoting digital literacy through education and training,
Publications Office of the European Union, 2022, https://data.europa.eu/doi/10.2766/28248.

% Including the possible differentiated targeting of boys and girls.

87 Taking into account among others EU citizenship rights as explained in the Guide to EU Citizenship:
https://commission.europa.eu/publications/guide-eu-citizenship_en and the upcoming EU democracy guide for
citizens.
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To be efficient, such content should also encourage the use of DSA compliant platforms and encourage alternative services that are respectful of human rights.
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According to the Commission, 29 million non-EU citizens live in the EU, and a further 14 million people from inside the EU live in an EU Member State other than their country of citizenship - this section's reliance on the exclusionary use of "citizen" and "citizenship" is exclusionary and contradictory. https://ec.europa.eu/eurostat/statistics-explained/index.php?title=EU_population_diversity_by_citizenship_and_country_of_birth#:~:text=In%20addition%2C%2014.0%20million%20persons,compared%20with%20the%20previous%20year.
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for Effective Media Literacy Initiatives®” and by scaling-up success stories developed and
deployed by EDMO regional/national hubs, for instance for outreach to vulnerable and rural
communities and to seniors or collaboration with the media

88 Actions to improve the AVMSD mechanism on media literacy will also be part of its evaluation and review.

8 Which are particularly exposed to FIMI and disinformation due to their proximity with Russia and Belarus.

% The latter could be based on existing indicators such as the Media Pluralism Index which contains a sub-
indicator on the level of media literacy.

1 The EU Preparedness Union Strategy called to step up work on digital and media literacy, including in the
context of the European Democracy Shield and 2030 Roadmap on the future of digital education and skills to
enhance critical thinking and build resilience against disinformation and cyber threats from an early age. Several
Member States have national programmes to achieve these objectives. For example, LU adopted a national action
plan for digital inclusion in 2021 and MT has a digital education strategy for 2025-2030.

%2 See: https://edmo.eu/areas-of-activities/media-literacy/raising-standards-the-edmo-guidelines/.
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The Commission will present an EU democracy guide for Giil@8) to promotc Clllen®’
awareness of their democratic rights under EU law and policy frameworks and how to exercise
them??. Particular emphasis will be put on young people.

To involve citizens in framing these measures on democracy, citizenship and media and digital
literacy skills the Commission will organise a European Citizens’ Panel on democratic
resilience.

Actions:

o Develop the 2026 Basic Skills Support Scheme for Schools, including citizenship and
digital skills

e Update the Guidelines for teachers and educators on disinformation and digital
literacy

e Develop an EU citizenship competence framework along with guidelines to
strengthen citizenship education in schools

e  Support Member States in developing, extending or implementing national or
regional action plans on media literacy

e Roll out measures on media literacy, with new priorities and a reinforced media
literacy community

e Prepare an EU democracy guide for citizens

e Organise a European Citizens’ Panel on democratic resilience

2.4.2. Promoting GG engagement and participation

New and meaningful methods of €ifizeén participation, deliberation and engagement, across all
generations™, provide additional ways for GifiZzens to get involved in democratic debates and

9 Focusing on rights under the Digital Services Act, the Al Act, the Audiovisual Media Services Directive, the
Regulation on political advertising, EU electoral rights and other relevant frameworks.

%4 These include intergenerational citizens’ panels, citizens’ assemblies, participatory budgeting, participatory
planning or new digital civic tech tools and platforms, complementing practices such as public consultations or
surveys.
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% The EU Strategy for Civil Society will propose measures to work with Member States to strengthen the
engagement of civil society organisations, also following up to the 2023 Recommendation when it comes to these
actors, whereas actions under the Democracy Shield focus on citizens’ participation.

% This Centre supports participatory and deliberative projects at EU level and involving candidate countries and
potential candidates, with a variety of resources, trainings, in-person events, citizens’ labs and a community of
practice with multidisciplinary expertise from across the EU.

97 Civic tech can be defined as the use of digital technologies to reinforce democracy by enabling the public to be
informed, participate in decision- and policymaking, and increase governments' responsiveness and accountability
(see OECD Public Governance Policy Papers No. 72 of 2025).

% 1t will be connected to the Interoperable Europe Portal, which was established through Regulation 2024/903
and gives access to interoperability solutions and open-source solutions used by public administrations in Europe.
It already hosts examples of open-source tools for citizen participation.

9 As such, it will support the visibility of civic tech tools and the share sharing of expertise and knowledge across
the civic tech ecosystem, and foster awareness of this sector among national and local authorities.

100 Byilding on the European Interoperability Framework, an assessment model will be created to evaluate the
maturity level of interoperability of civic tech platforms and help online platforms identify areas for improvement.
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It should not be lost from sight that some of the most effective FIMI campaigns have targeted older populations, not least because they vote in larger numbers.
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Actions:

e Promote citizens’ and youth participation, including by reinforcing a network of
national authorities on citizens participation, with a training package and a
multilingual portal for resources at EU level

e Set up a European civic tech hub to support the civic tech sector

2.4.3. Strengthening democracy through whole-of-society actions

l | l
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0

101 The Citizens’ Engagement Ambassadors, alumni of the European Citizens’ Panels, could share their experience
and help promote citizen participation.
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Actions:

e Organise a High-Level Event on democracy and an annual award for democratic
innovation

e Roll out dedicated awareness-raising campaigns by the Commission

e Support building voluntary commitments of the private sector to build a business
coalition for democracy

2.4.4. Safeguarding evidence-based decision making

Evidence-informed policymaking ensures that institutions, debates and decision-making are
rooted in factual, transparent and accountable processes and impartial data based on freedom
of scientific research, fostering trust and legitimacy in governance. To guarantee effective and
democratic scientific advisory processes and scientific support to public policies, it is necessary
to promote adherence to the highest research ethics and integrity standards. It is also essential
to enable the involvement and trust of @iill#l8l® in science and to ensure robust and independent
advisory systems. In this view, the Commission will adopt a Recommendation on supporting
scientific evidence and its use in public policymaking.

Freedom of scientific research is a crucial part of academic freedom and is essential for

generating trustworthy knowledge and reliable data. By'protecting researchers”and academics™

policymaking is credible"and unbiaseéd? These values are also a prerequisite for higher

education institutions to achieve their academic and societal mission, nurturing and promoting
public discourses by offering expertise and evidence, and essential to democratic resilience.

tesearchin'EU law, ‘as an essential part of academic values) Freedom of arts, and protecting

artists and cultural institutions, as addressed in the Culture Compass for Europe, is also an
important component of the democratic fabric and resilience.

102 Which could be open to concrete projects in EU candidate countries and potential candidates.

103 The Citizens’ Engagement Ambassadors, alumni of the European Citizens’ Panels, could share their experience
and help promote citizen participation.

104 Supported by a starting workshop and by a study on options for business community contributions.
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Building on the 2024 Council Recommendation on Enhancing Research Security!'®®, the
Commission is also assessing the options for the setup of a European Centre of Expertise on
Research Security to strengthen the evidence base for research security policymaking and
foster a cross-EU community of practice.

Actions:
o Adopt a Commission Recommendation on supporting scientific evidence and its use in
public policymaking
e Enshrine the freedom of scientific research in EU law under the European Research
Area Act
e Assess options for the set-up of a European Centre of Expertise on Research Security

3. Investing in democracy is investing in our future

to disburse
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105 Council Recommendation of 23 May 2024 on enhancing research security, C/2024/3510.
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democratic resilience.

MEAIANEEEAG as well as the involvement of civil society. (icHewaMEDIASISTaRdNHAS
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106 The proposed next Justice programme aims to strengthen democracy by promoting and supporting training for
the judiciary and judicial staff with a view to promoting democracy and ensuring the consistent and effective
implementation of relevel EU legal instruments.

197 The next Horizon Europe programme proposed by the Commission will continue to support research aiming
to strengthen democracy and democratic values, by promoting civic engagement, fostering resilient, pluralistic
societies and the integrity of the information space and of the media landscape and countering disinformation.

1% The next Erasmus+ programme proposed by the Commission would put particular emphasis on supporting
citizenship education and civic engagement, EU values, societal resilience and media literacy, in full respect of
the competence of the Member States in defining schools and academic curricula and the organisation of their
education structures, including through non-formal and informal learning activities supporting youth participation
and young people’s learning how to participate in democracy.

109 The proposed European Competitiveness Fund would support the civil security industry in areas such as the
fight against hybrid threats.

119 In the enlargement and neighbourhood east regions, the proposed Global Europe instrument will provide tools
to promote democracy, good governance, the rule of law and respect for human rights and fundamental freedoms.
In addition, Global Europe will support candidate countries and potential candidates’ progress towards EU
standards in line with a ‘fundamentals first’ to enlargement. In this context, particular attention will also be given
to strengthening independent media and media literacy, as well as to enhancing resilience against foreign
information manipulation and interference (FIMI) and hybrid threats.

11 National and regional partnership plans, implemented in respect of the principles of multi-level governance
and partnership, can support Member States’ capabilities in countering serious and organised crime, notably linked
to hybrid threats such as FIMI, and measures that strengthen democratic governance for instance by improving
transparency, fostering civic dialogue, supporting civil society and strengthening rule of law.
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4. Conclusions

The European Democracy Shield is an integral element of the proactive approach the

priority of the EU’s external actions, as highlighted in the Action Plan on Human Rights and
Democracy 2020-2027. The EU Strategy for Civil Society''? complements these efforts by
promoting a stronger engagement with civil society organisations and fostering a thriving civic
space across the EU.

institutions, and processes, in the face of growing external and internal challenges. What we
have is worth preserving and we will do so with full strength and unity, building strong and
resilient democracies.

12 Buropean Communication, Communication on EU Strategy to Support, Protect and Empower Civil Society,
COM(2025) 790 final.
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