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Fighting against disinformation

We see that...

• embedded photos and videos are often used to support fake news, conspiracy theories or a hoax;

November, 1997

Péter Guzli, the tourist guy on WTC.
https://en.wikipedia.org/wiki/Tourist_guy
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• analysis of photos and videos (with/without the textual content) is important for fact-checking;
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Fighting against disinformation

We see that...

• embedded photos and videos are often used to support fake news, conspiracy theories or a hoax;

• analysis of photos and videos (with/without the textual content) is important for fact-checking;

• the rapid evolution of generative AI makes fact-checking of photos and videos nearly impossible;

May, 2024

Olga Loiek promoting invaders.
https://www.bbc.com/news/articles/c25rre8ww57o

March, 2023

Will Smith eating spaghetti.
https://arstechnica.com/information-technology/2023/03/yes-virginia-there-is-ai-joy-in-seeing-fake-will-smith-ravenously-eat-spaghetti/
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Fighting against disinformation

We see that...

• embedded photos and videos are often used to support fake news, conspiracy theories or a hoax;

• analysis of photos and videos (with/without the textual content) is important for fact-checking;

• the rapid evolution of generative AI makes fact-checking of photos and videos nearly impossible;

• the required knowledge level for performing modification of location and date/time is getting very low.
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Fighting against disinformation

We see that...

• authentic location and date/time data of GALILEO satellites have to be embedded (cryptography);

• reverse image search shall be improved in order to find original content easier (steganography, perceptual hash);

• correlation analysis of textual and visual content shall be performed automatically (NLP, computer vision).
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Fighting against disinformation

We see that...

• pre-verification will be needed instead of post-verification for successful fact-checking of photos and videos!
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Fighting against disinformation

We see that...

• pre-verification would cover not just authenticating the content but also the content creator (eIDAS KYC/CDD)!
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Thank you!

Áron Szabó

aron.szabo@egroup.hu
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