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We see that...
« embedded photos and videos are often used to support fake news, conspiracy theories or a hoax;

https://web.archive.org/web/20080918041131/http://www.museumothoaxes.com/hoax/photo_databasefimage/tourist_guy/
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Tourist Guy

Status: Fake (composite)
Date: Circulating online since September 2001.

Millions of people shared this photo via email in the weeks following September 11,
2001. A caption claimed the photo showed, "4 simple tourist getting himself

photographed on the top af the WIC just seconds before the tragedy ... the camera was
Jound in the rubble!!"

It was eventually learned that the image was the work of a Hungarian man named Peter
Guzli. He had pasted an image of a plane (from a photo by Jonathan Derden which he
had found online), into a snapshot of himself posing while visiting the World Trade
Center's observation deck in 1997.

References:
Tourist Guy, Hoaxipedia.

November, 1997
Péter Guzli, the tourist guy on WTC.

https://en.wikipedia.org/wiki/Tourist_guy
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We see that...
« embedded photos and videos are often used to support fake news, conspiracy theories or a hoax;

« analysis of photos and videos (with/without the textual content) is important for fact-checking;
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We see that...

« embedded photos and videos are often used to support fake news, conspiracy theories or a hoax;
« analysis of photos and videos (with/without the textual content) is important for fact-checking;
» the rapid evolution of generative Al makes fact-checking of photos and videos nearly impossible;

May, 2024
Olga Loiek promoting invaders.

https://www.bbc.com/news/articles/c25rre8ww570
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March, 2023
Will Smith eating spaghetti.

https://arstechnica.com/information-technology/2023/03/yes-virginia-there-is-ai-joy-in-seeing-fake-will-smith-ravenously-eat-spaghetti/
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We see that...

« embedded photos and videos are often used to support fake news, conspiracy theories or a hoax;

« analysis of photos and videos (with/without the textual content) is important for fact-checking;

» the rapid evolution of generative Al makes fact-checking of photos and videos nearly impossible;

» the required knowledge level for performing modification of location and date/time is getting very low.
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We see that...
« authentic location and date/time data of GALILEO satellites have to be embedded (cryptography);
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We see that...
« authentic location and date/time data of GALILEO satellites have to be embedded (cryptography);
* reverse image search shall be improved in order to find original content easier (steganography, perceptual hash);
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We see that...

« authentic location and date/time data of GALILEO satellites have to be embedded (cryptography);
* reverse image search shall be improved in order to find original content easier (steganography, perceptual hash);
« correlation analysis of textual and visual content shall be performed automatically (NLP, computer vision).

eq paradlgm shift

p'lr"dlﬂ‘m 11.1‘1' required

requl ed paradlgm Shlft required

paradigm “.1*.*, paradigm shiftrequired @ requlre ;F'e’“{;«alred
..reavired requUIred it
requlre p1r~"1r |1f radiem shift ,aparadl m u%lft

1 requized paradign - PY I‘equlr ed o required

”e]lllre ..',,

~-paradigm shift .
requ 1re required

aradlgm uplftmuwa “paradigm shift paradlgm shift

I‘equlred‘ wradign shift paradign d 54 h f't requlred
requlred para lgm S 1 adign enist
wire required iy requlred required

et @ required
i requlred
IP juirec 1 digm shift
‘I[L IJ_I o




—Fighting against disinformation

We see that...
« pre-verification will be needed instead of post-verification for successful fact-checking of photos and videos!
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« pre-verification would cover not just authenticating the content but also the content creator (elDAS KYC/CDD)!

REVERSE

LXK imMacE
@ SEA?!CH

img-strike.jpg

Date & Time
Date: 12.06.2023
Time: 10:00:00

Location

Berlin / Germany
Content

ipg [ EXIF

Not available

Trust Level
Value: 0

Image Source

@ fd

Reverse Image Search

I;Ey CHECK

+ ~Date & Time
|~ Date: 26.10.2020

Time: 13:22:50

Seoul / South Korea

Conte
jpg | EXIF

Proof
Available

Trust Level
10

v

Add to my dowload list

SOCIAL MEDIA PORTAL
s FACT-CHECK SERVICE PROVIDER

0 NEWS AGENCY
% ONLINE MEDIA PORTAL

Media Download

] IMG-43435h534m4n243j3
— Doigeg  Trust Level: 10

DOWNLOAD
VERIFIED Cancel Download
IMAGES




Thank you!

Aron Szab6
aron.szabo®@egroup.hu
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