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So…

What's 
so 

special 
about 

TikTok?





TikTok and ByteDance employees regularly engage in 
“heating,” a manual push that ensures specific videos 
“achieve a certain number of video views,” according 
to six sources and documents reviewed by Forbes.

TikTok’s Secret ‘Heating’ Button Can Make Anyone Go Viral

Emily Baker-White
Jan 20, 2023



It's not 
just TikTok!



Why do we need 
algorithmic audits?

Recommendation algorithms are:

- the gatekeeper of the internet

- opaque and unaccountable

- not optimized for user's interests



DSA acknowledges the issue. Does it solve it?

- Risk Assessment Reports (Art .34)

- Third-party Audits (Art. 37)

- Researcher Data access (Art. 40)

- Code of Practice engagements

 



First Tests: TikTok Ad Library 

- Infringing content is deleted
SNV, 2023

- Missing sponsored content 
Mozilla, 2021

- Access arbitrarily suspended 
Marcus Bosch, 2023



TikTok Researcher API Terms of Service

- Submit project for approval

- Checking and removing deleted content

- Worldwide, free, perpetual rights to research,
and to researcher's institution brand

- Quite limited quotas

- Academic affiliation



Content Collection VS Algorithmic Analysis



Key Missing Piece: Algorithmic Dynamics

User Engagement VS Algorithmic Promotion



Adversarial Audits

- Relies on official APIs and vetted access

- Various pain points and limitations

- Platform initiative or imposed by DSA

- Data collected without platform consent

- Labor and expertise intensive

- Main driver of algorithmic accountability

Cooperative Audits



Auditing TikTok's Algorithm:
Let's get concrete



Individual Personalization Dynamics

● Create Account

● Define persona (profile, interests)

● Define user behavior

● Automate feed interaction

● Collect recommended content

● Analyse data

Image Credits: Junkipedia



TikTok is different on mobile and web!



Junkipedia's 
research 
interface 



is an advanced auditing instrument that utilises in-home 
devices for genuine user simulation, providing a detailed 
analysis of recommendation algorithms behaviors and their 
contribution to disinformation.





Algorithmically driven
Risk Scenarios





Search Auto-complete



Disinformation and propaganda



Elections: TikTok is political



Mental Health: addictive self-harming content



Engagement 

vs 

User Value



Value = P like x V like + P comment x V comment + E playtime x V playtime 

Value Model is for assigning value to interactions. Interaction values are divided into the 
following:

1. User value. The value that the user who saw the video creates. Mostly includes playtime, 
retention and satisfaction etc.

2. Author value. The value generated for authors, such as traffic, interactions, revenues etc.

3. Platform value. The value created for the platform. Includes brand image, content safety, 
platform revenue etc.

4. Indirect value. The value created indirectly by the video view, such as push notifications sent 
to users after they have left comments, might improve retention and affect the content 
ecosystem, etc

What is "Value" for TikTok's algorithm





Conclusion
Marc Faddoul
marc@aiforensics.org



Le fait que l’application reste dans l’orbite des autorités chinoises pourrait permettre à celles-ci, par exemple, de reconstituer, via les 
données collectées, l’organigramme d’une organisation, administration ou entreprise, afin d’en identifier les éléments pertinents en 
vue d’initier des actions d’espionnage ; d’identifier les habitudes de ces personnes pour faciliter ces mêmes actions ; de collecter 
des informations précises sur une personne pour construire un e-mail personnalisé pertinent dans le cadre d’une cyberattaque ; 
d’identifier certains lieux particulièrement stratégiques pour l’État et les personnes qui les fréquentent de manière habituelle ; de 
lancer une campagne de désinformation lors d’une crise internationale au profit de la Chine ou de ses alliés ; de favoriser, lors 
d’élections nationales ou locales, certains candidats. 



How it works

● Raspberry Pi computers

● LineageOS

● MITM Proxy

● Orchestrator Application

● Server Application


