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Al Forensics is a
European non-profit
which investigates
influential and
opaque algorithms.

-~ %4 3 ; pr %
22 P A W iy
: — 2. % I
- @ s ’1', {g E /

A L

1C

AT FORENS

Looking behind the code
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The
Intercept_

INVISIBLE
CENSORSHIP

TikTok Told Moderators to Suppress

Posts by “Ugly” People and the Poor to
Attract New User




TikTok's Secret ‘Heating’ Button Can Make Anyone Go Viral

Forbes oy

TikTok and ByteDance employees regularly engage in
‘heating,” a manual push that ensures specific videos
‘achieve a certain number of video views,” according
to six sources and documents reviewed by Forbes.
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It's not
just TikTok!

6:35 AM - 14 févr. 2023 - 176,4 M vues

83,6 k Retweets 20,6 k citations 1,4 M J'aime 28,7 k Signets
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Why do we need
algorithmic audits?

Recommendation algorithms are:
- the gatekeeper of the internet
- opague and unaccountable

- not optimized for user's interests
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DSA acknowledges the issue. Does it solve it?

Risk Assessment Reports (Art .34)

Third-party Audits (Art. 37)

Researcher Data access (Art. 40)

Code of Practice engagements




First Tests: TikTok Ad Library

Infringing content is deleted
SNV, 2025

Missing sponsored content
Mozilla, 2021

Access arbitrarily suspended
Marcus Bosch, 2025

d' TikTok AdUbrary

Find ads on TikTok

Ad target country Ad type Ad published date Advertiser name or keyword

Poland v All ad types v & 10/1/2022—10/7/2023 tusk m

Search results
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TikTok Researcher API Terms of Service

Submit project for approval

- Checking and removing deleted content
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Content Collection VS Algorithmic Analysis

(rTikTok Products Docs Support Login

What data is available?

With the Research AP, researchers can access public data on: 8

e Accounts

This includes user profiles, and other data such as the
number of likes of creator's content, followers and
following count.

aihyperion

229 5.9m 16.3m

-

amrsports247

@ Content 220 s9m  163m

For more information on the data returned via our APIs, check out
the Research API Codebook



Key Missing Piece: Algorithmic Dynamics

User Engagement VS Algorithmic Promotion



Cooperative Audits Adversarial Audits

- Relies on official APIs and vetted access - Data collected without platform consent
- Various pain points and limitations - Labor and expertise intensive

- Platform initiative or imposed by DSA - Main driver of algorithmic accountability



Auditing TikTok's Algorithm:
Let's get concrete




Individual Personalization Dynamics

e C(Create Account

e Define persona (profile, interests)
e Define user behavior

e Automate feed interaction

e C(Collect recommended content

e Analyse data

Image Credits: Junkipedia



TikTok 1s different on mobile and web!
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& (& o) @ junkipedia.org

[l Junkipedia

<+ Submit a Tip
am Browse Issues
9% Issue Map

22 Issue Stats

MANAGE

= Received Tips

= My Issues a5
& Manage Organization
(Z3 Manage User Account
&5 Manage Network
SAVED SEARCHES

¥ Coronavirus Issues
& Census Issues

Cures

¥ Issues about Cures

® @ Junkipedia : Issues

View As:

Sort By: I

480 Issues

Coronavirus Treatment: Experimental Drug
Shows 'Impressive' Results As COVID-19
Cure

[ Drug Shows
"Impressive’ Results As COVID-19 Cure

H'ow To Help
During Covid-19

i

0o
[ vaccine ] coronavirus J cure |

From Vidya Pradhan (via ncoc whatsapp tipline) 7 hours ago
https://www.ibtimes.com/coronavirus-treatment-experimen

964-Issue

This Facebook post in "Michiganders Against
Excessive Quarantine," states that the content
posted is from Bill O'Riley who allegedly claims that
COVIN-10 ic a hinwean

Tig James Esq #FBPE #NotmyPM
#Econocide on Twitter: "l live in Portugal. |
am not rebounding from lies, lack of
information, fudged death toll figures or ill-
formed ideas as to the contingency
plans.Every day we know how many cases,
where and the death toll in each area. We
have testing stations. Still think the UK is
doing ok?"
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Relevant peopie.

0= C

Trends for you

This tweet challenges people supporting the UK,
claiming that they are lying and have "fudged death
toll figures." It has 1.2K retweets and 2.7K likes.

... view full issue

Coordination | Malicious Framing ] death toll | coronavirus |

Junkipedia's

research

interface
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is an advanced auditing instrument that utilises in-home
devices for genuine user simulation, providing a detailed
analysis of recommendation algorithms behaviors and their
contribution to disinformation.
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Al-oRENsICS TikTok Global Observatory

README

CHOOSE TIMEFRAME

| 8/26/2023 - 9/9/2023 |
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Most Recommended Videos in Poland

26/08/2023 - 09/09/2023

Download CSV

Author Name: stendzboco

Created Time: 30/07/2023 18:35:44
Description: #wiatrak

Music Title: original sound

Author Name: liverpoolfc
Created Time: 31/07/2023 19:05:52

Description: Your new Reds captain... Virgil van
Dijk ) #Liverpool #LFC #vandijk

Music Title: LOOK AT ME

Author Name: zdravievam
Created Time: 05/06/2023 15:13:19

Description: NPV BEO0SIAX B CYCTABAX U
TAXECTU B HOTAX 9TA CMECb 3AMEHUT
OOPOIME MA3U U TENU spine decompress

Music Title: opuruHanbHbili 3ByK - 300p0OBbE

Author Name: zdorovie2
Created Time: 11/08/2023 00:48:59

Description: @zdorov02 rpeyka ¢ kepupom
3HaeTe nNoyemy aTa gueTa He paboTaet Bce
NOTOMY 4TO Hafo B3sATb... Vegetables Drink

AMiteir Titla ARUUFALARRURIG 2BV — 21ARARKS 14




Algorithmically driven
Risk Scenarios




Auditing
Recommender
Systems

Putting the DSA into practice with

a risk-scenario-based approach
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boys
boys kissing girls buts
boys only click on the sound
boys.original

boys kissing boys
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Disinformation and propaganda

E .

TikTok and Meta warned over Slovakia
election lies



Elections: TikTok is political

Mentions in election-related
searches on TikTok

Emmanuel Macron

Marine Le pen

% Occureence

Eric Zemmour

" e ———— Jean Lassalle
1 ¥ Yannick Jadot
Christiane Taubira

February March April @trackingexposed

Figure 5: Prevalence of candidate terms in neutral election searches on TikTok



Mental Health: addictive self-harming content




Engagement

V S 1(00,61) , |

User Value



What is "Value™ for TikTok's algorithm

Value = P like x V like + P comment x V comment + E playtime x V playtime

Value Model is for assigning value to interactions. Interaction values are divided into the
following:

1. User value. The value that the user who saw the video creates. Mostly includes playtime,
retention and satisfaction etc.

2. Author value. The value generated for authors, such as traffic, interactions, revenues etc.

3. Platform value. The value created for the platform. Includes brand image, content safety,
platform revenue etc.

4. Indirect value. The value created indirectly by the video view, such as push notifications sent
to users after they have left comments, might improve retention and affect the content
ecosystem, etc
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BRIEFING NOTE

Fixing
Recommender
Systems

From identification of risk factors to
meaningful transparency and mitigation




AL FORENSICS

Looking behind the code

Conclusion

Marc Faddoul
marc(@aiforensics.org
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COMMISSION DENQUETE oenq
INFLUENCE TIKTOK 7

Le fait que I'application reste dans I'orbite des autorités chinoises pourrait permettre a celles-ci, par exemple, de reconstituer, via les
données collectées, I'organigramme d’une organisation, administration ou entreprise, afin d’en identifier les éléments pertinents en
vue d’initier des actions d’espionnage ; d’identifier les habitudes de ces personnes pour faciliter ces mémes actions ; de collecter
des informations précises sur une personne pour construire un e-mail personnalisé pertinent dans le cadre d’'une cyberattaque ;
d’identifier certains lieux particulierement stratégiques pour I’Etat et les personnes qui les fréquentent de maniére habituelle ; de
lancer une campagne de désinformation lors d’une crise internationale au profit de la Chine ou de ses alliés ; de favoriser, lors
d’élections nationales ou locales, certains candidats.
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How i1t works

Raspberry Pi computers
LineageOS

MITM Proxy
Orchestrator Application

Server Application



