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“A coordinated effort to manipulate or corrupt public debate 
for a strategic goal.” 

DEFINING INFLUENCE OPERATIONS

01  VARIETIES OF INFLUENCE OPERATIONS



Overt IO
State media, 
official 
government 
influencers, etc.

Covert IO
Coordinated 
Inauthentic 
Behavior (CIB)
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➔ How much funding is needed to be 
“state-controlled”?

➔ What if publicly-funded outlets have mechanisms 
in place to preserve editorial independence? 

➔ What about other means governments use to 
exercise editorial control? 
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➔ Tons of variation in whether the content from 
state media is “harmful” or propagandistic.

➔ Risk to public debate often depends on larger 
market forces and ways information is consumed 
online.

Integrity Risks
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What should platforms do about state media?
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➔ May infringe on right to access information under 
Article 14 of UDHR.

➔ Can lead to unintended consequences, like limiting 
exposure to counter-speech and exacerbating news 
deserts.

➔ Can lend legitimacy to authoritarian efforts to censor 
political debate.

Over-enforcement Risks



A Transparency First Approach

➔ Label publishers that are “wholly or partially under the 
editorial control of the government.”

➔ Designed to empower users to make informed decisions 
about the content they consume.

➔ Important to apply community standards enforcements 
to outlets, like we do any user. 
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ADAPTING TO TIMES OF CRISIS



New State Media Enforcements

We’ve applied new enforcements against Russian 
state-controlled media. This includes: 

● Blocking ads globally
● Demonetizing their Pages and Accounts
● Demoting content in Feeds
● Adding additional product interventions to increase 

transparency on these outlets

We’ve taken these actions globally – across all languages in 
which Russian state-controlled media operate.
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Reduced Activity, 
Reduced Engagement
Graphika’s research shows that posting 
volume on FB and IG are down 43% and 
engagement levels have fallen 80% from 
the previous year.

These drops were observed globally, not 
just in areas where some Russian state 
media outlets faced additional 
restrictions.

Avneesh Chandra & Rodrigo Ferreira, “How to Lose Influence and Alienate People,” Graphika, 
February 23, 2023, https://graphika.com/reports/how-to-lose-influence-and-alienate-people. 
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Navigating trade-offs not easier

➔ Potential for harm becomes more immediate – both at 
individual and societal-wide levels.

➔ Access to information and the impacts on 
counter-speech also more important.

➔ Government actions can negatively affect the 
information environment.

➔ Emotions run high during crises.
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