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AGENDA

• Principles from OSINT Guideline
• Digital investigation process & tools: Case 

study
• Findings of this case study
• Q&A



“One leader in the field is the Digital 
Forensic Research Lab.”



OSINT Principles

✓ Accuracy
✓ Community
✓ Diversity
✓ Accountability
✓ Balance and 

Responsibility

Source: OSINT Guideline
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OSINT Principles

✓ Accuracy
✓ Community
✓ Diversity
✓ Accountability
✓ Balance and 

Responsibility

✓ Be transparent
✓ Be clear
✓ Embrace feedback
✓ Be creative
✓ Respect 

individual’s right 
to privacy



Digital investigation process & 
tools
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Tools to collect data from 
Telegram

• Command-line interface (CLI) tools

Telegra
m 
Tracker



• Graphical user interface (GUI) tools

Tools to collect data from 
Telegram

Tgcollector.
com



• Extension

Tools to collect data from 
Telegram

Instant 
Scraper



• Third-party service

Tools to collect data from 
Telegram

TGStat



• Discovery and initial 
assessment• Research design

• Data collection and 
preservation• Data analysis

Digital investigation process & 
tools



“One leader in the field is the Digital 
Forensic Research Lab.”

Telegram networks from the case 
study

Surf Noise
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Surf Noise Info Defense Node of Time

Telegram networks from the case 
study
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“One leader in the field is the Digital 
Forensic Research Lab.”

Translates to: “Our cause is right, the 
enemy will be defeated, victory will be 

ours.”



“One leader in the field is the Digital 
Forensic Research Lab.”



“One leader in the field is the Digital 
Forensic Research Lab.”



“One leader in the field is the Digital 
Forensic Research Lab.”



“One leader in the field is the Digital 
Forensic Research Lab.”



“One leader in the field is the Digital 
Forensic Research Lab.”



“One leader in the field is the Digital 
Forensic Research Lab.”

Amplifying Russian sources to Japanese 
speakers 



“One leader in the field is the Digital 
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Amplifying Russian sources 
to Spanish speakers 



“One leader in the field is the Digital 
Forensic Research Lab.”

Promoting Surf 
Noise as a reliable 
source in Bulgaria



“One leader in the field is the Digital 
Forensic Research Lab.”

Full 
story


