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Disclaimer

Case studies and examples are drawn from our experiences and activities working for
a variety of customers, and do not represent our work for any one customer or set of
customers. In many cases, facts have been changed to obscure the identity of our
customers and individuals associated with our customers.
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O1

The GRU Playbook



Throughout the war in Ukraine, we have observed
distinct patterns of strategic and tactical cyber-
and cyber-enabled IO activity that enable
generic, flexible, and survivable operations. We've
deemed these patterns the GRU’s Disruptive
Playbook



The GRU Playbook: A simple, repeatable playbook

Generic Flexible Survivable

Provides options for a wide Reusable across different tool Difficult to detect; disrupt
range of potential targets deployments through countermeasures



Going for the
GPO

Creating persistent,
privileged access
from which wipers can
be deployed using a
tried-and-true script

Living off the Land

Disrupt and Deny

Using pre-existing tools . _
for recon, lateral Deploying “pure” wipers
movement and

and disruptive tools to
information theft on target

fit a variety of scenarios
networks, aiming to evade - ~

detection
2 4 / Telegraphing

Living on the Edge

“Success”

Leveraging hard-to-detect e .
compromised edge Amplifying the narrative
infrastructure to gain and Of succe;sful disruption
regain initial entry into via hacktivist personas,
targets regardless of the actual
impact of the operation

—
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Telegraphing “Success”



When a Cyber Attack isn't Enough

Compounding effects
needed

Disruptive attacks may only
achieve temporary effects as
organizations quickly engage
remediation efforts

Reaching the right
audience

Isolated disruptive attacks may
not have psychological effects
beyond the organization
targeted

Everybody makes
mistakes

Disruptive attacks may not
even be successful, thus failing
to achieve any psychological
effect



Telegraphing Success
Anuary 2020 - February 2023

)

. olol -
via Telegram channel 00 and the narratives related AN
to the operation

Claim compromise o——=| Promote purportedly . ... profit?
of target organization lolo ~  |eaked data as evidence H



Telegraphing Success
April 2025 - Now

Claim compromise o——=| Promote purportedly 000 Deface website with further
of target organization oo~  |eaked data as evidence é promoting the operation’s
ollol .
00 and the narratives related occurrence and the

via Telegram channel
to the operation associated narrative



03

Solntsepek



Enter Solntsepek

Solntsepek (ConHuenek) is a pro-Russia hacktivist group that has claimed multiple attacks against
Ukrainian entities. The group takes its name from a website and Telegram channel maintained by its
operators, which is dedicated to doxing members of the Ukrainian military and security services.

® The doxing website and Telegram channel were launched in late Spring / early Summer 2022 in
response to the Russian invasion of Ukraine; and it began claiming compromises at least as early as
Spring 2023.

@ "Solntsepek" is a reference to a Soviet-designed weapons system, the TOS-1 heavy flamethrower.

@ Since April 2023, Solntsepek has conducted at least 11 operations involving claimed compromises
targeting Ukrainian entities.

® The group’s targets include government entities, key service providers like ISPs and energy, and media
organizations.

® Narratives promoted by the group include anti-Ukrainian rhetoric, with themes such as alleging
Ukrainian government incompetence or corruption; such as narratives repeatedly targeting CERT-UA.

Mandiant has not attributed Solntsepek to a specific actor or activity set.




Solntsepek (ConHuenek)

€ C & solntsepek.info

e ConHuenek

ECTYNHUKW AEHAUMOUUMPOBAHHbIE AEMHUKH
Wykatm Micue cnyx6émn

Bci v

[o6pbivt aeHb, Apy3bs. [poaomkaem paboTy No pasobnayeHno
YKPauHCKKUX KapaTtenen:
MecTo cnyx6bi: -

113-7 OTAENbHaA 6 113-3 OTAENbHAA 6 113-3 OTAENbHAA 6

@ AxxayuT VK: https:/vk.com/

RU Mpumeyanue: obecneynsan nposefeHue 6ecnopsAoYHbIX
o6CcTpenos HaceneHHblx NyHKToB [JHP, KOTOpble NpuBenu K

UA rnbenn MMUPHbIX XXUTeneun.

EN MpoekT «ConHuenek» = Mbl COXXXeM UX AoTna. _
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Leveraging Established |O Assets

INTERNET ARCHIVE [https://myrotvorets2.org/
"ll’umm"“u 24 captures
pr 2019 -7 S

(J3cy.. OrypMo (MBC

Anpeca
peectpauii

]l'lncnom' ﬁ

HOBWHU

22:40 HoBa ninbipka NnepcoHanbHUX AaHWX CUNOBUKIB.

01.04.2022

18:10 HoBa ninbipka nepcoHanbHUX AaHNX CUNOBMKIB.

31.03.2022

05:25 Hosa ninbipka nepcoHanbHUX AaHWX CUNOBMKIB.

30.03.2022

09:22 HoBa niabipka NnepcoHanbHUX AaHNX CUNOBUKIB.

30.03.2022

29.03.2022

i 16:05 HoBa ninbipka nepcoHanbHUX AaHUX CUNOBMKIB.

07:11  HoBa ninbipka NepcoHanbHUX AaHNX CUNIOBUKIB.

8 27.03.2022

LN | o ./ 1
Dxokep AHP 4
Mow WnroHbl 4O6bINKU MHE AaHHble HEKOTOPbIX
KOMaHanpoB Cun cneumanbHblix onepauuii BCY:

3T0 OYeHb CeKPeTHan U BaXHan B Mepapxmm BOEHHbIX
KNOYHOB YKpauHbl OpraHusauus, Ho AN MOUX WNUOHOB
HeT HUYero HeBO3MOXHOro. [lyMato, 4yTo cobpaTb Ha HUX
6onee nogpobHyo MHGOpMaUUK NOPYYY CBOUM BEPHbIM
nocnegoBartensiMm u3 «ConHuenéxka, KoTopblie
cneynanmManpyloTcs Ha Noao6bHOM. U He Hafo Ha MeHA
obmxaTbcA. BUHMTE BO BCEM CBOEro BEPXOBHOMO K/0YHA,
KOTOPbIi MeHA Nopoaunn. Ax-xa-xa-xa-xa-xa-xa-xa...
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Solntsepek
website and
Telegram channel

Myrotvorets2.org created and activity

registered in Spring begirs1$ in Spring /
ummer

Solntsepek begins
claiming compromises
in Spring

Google



Sunshine Rebrand

Y B

27,296 subscribers

Telegram channel of the Solntsepek database
(https://solntsepek.com/), where the data of all
Ukrainian warriors, Nazis, and their leaders is
merged.

* Images are machine translated from Russian

Sunshine

28,408 subscribers

Telegram channel of the hacker group "Solntsepek”

Website: https://solntsepek.com/
Share information: @solntsepek_project




July 5: Solntsepek Claims Attack on the
State Statistics Service of Ukraine

ZELENSKY!!"' ATTENTION!!!

We, Solntsepek hackers, today attacked the State Statistics
Service of Ukraine , which publishes false reports, HIDING
the real situation in the country from Ukrainians. In
addition, Ukrstat maintains statistics of the male
population of military age and transfers it to Ukrainian
military registration and enlistment offices for the
implementation of mobilization activities.

We destroyed the department's domain controllers and
servers, erased information from all computers of the
organization's employees and managers, including the
statistical database. Our attack disrupted the process of
replenishing that part of the Ukrainian Armed Forces
personnel who died in the senseless “counter-offensive.”
We post INTERNAL DOCUMENTATION

* Excerpt from Telegram post machine translated
from Russian

ConHuenexk

Bposapcaxa paionna sifichrona agminicrpauin

Brame o s R i

BAnAlAS L - A S R

Hanirauls 3ENEHCKUAM BHUMAHUE!

L e Y
St woTaR en .3
Poisrmiopes (st

Thotmucns fymer Fpequpers

Tiyve ve Gl owy ¢ bucecinisny patcnt
Tiyve 1e reaaramsesc v Epzaas wers pswey
[ SRR ——

Tlnamiyamest potoTm 1 i

e e e
Seopeerumy repeTIEAN bt Sgrase araar
Mytaweus sebosmasn

Acstn mrwyver s

e ]

Mufintunl vievninni 5

/Y Hac nossunuck nocneposatenu B Kuesckoit o6nactu

Hawe o6palyeHure ony6nukoBana agMUHUCTpaLMa ropoaa

Bposapbl. OTgenbHoe cnacubo, 4to nogobpanu ans

3eneHckoro cooTseTcTBytoOWEe HOTOR)

ConHuenek 4

v [epxasHa anyx6a cratucTkm Ykpaiin @
L

AepxaeHa cnyx6a cratucTukn Ykpaiku 3a3Hana kibeparaku. Ha
AaHWIT MOMEHT Hawwi cniepobiTHUKK pazom 3 daxieuamu CERT-UA
HaMararTbCA BNOPATUCA 3 T HAaCNiAKaMK.

1 Yepes nopyweHHA poGOTH MK NPUNMHUAN HAAGHHA CTATHCTHYHIX
A3HUX OpPraHam Bnaau Ykpain, 3MI, HayKOBUM CNibHOTAM Ta IHLIWM
3aUikaBneHM OpraHizauiam. TakoX 3apas NopyLIeHO UEeHTPani30BaHWi
061K AIANBHOCTI NIANPUEMUIE, YCKNSAHEHO HAA3HHA A0NOMOTH
NOASTKOBUM OPraHam 3 KOHTPOMK AIANLHOCTI KOMEPLIHIUX KOMNaHIii.
Kpim TOro, npu3ynuHeHo HaaaxuAa MeHepansHomy wraby 3CY
CTATHCTUYHNX A3HUX, LLIO Hanexatb A0 chep eKOHOMIKM, Aemorpadii,
3aiHATOCTI HAaceNeHHA Ta TPYA0BOI Mirpauil.

| NepexoHnnee NPOXaHHA A0 OpraHizauiii-napTHepie He

KOPHMCTYBATUCA cepBicami lepXCTaTy Yepe3 MOXMBICTL 3aPaXeHHA
CBOIX CHUCTEM.

[ Bcim cnispoGiTHIKaM B TEPMIHOBOMY NOPAAKY HEOBXigHO:

@ AKLO A0CTYN A0 cucTemi wie 36epexeHo, 3pobuTh pesepeHy Koniko
AAHKX H3 30BHILLHIN HOCIH!

& 34ICHUTH 3MiHY NAPONIB Ha CTiiKi 40 3naMmy (He MeHwe 16 cumeonie);
& CHCTEMHIUM 3AMIHICTPATOPaM BIAKNIOUNTH 3aPaXeHi CHCTEMU Big
KOPNOPaTUBHOI Mepexi Ta 3po6uTH ix pe3epBHi Konii;

“ ouiKyeaTH B4 BiAAINY aAMIHICTPYBaHHA KOMN'IOTEPHUX Mepex
NOBIAOMEHHA NPO BIAHOBNEHHA CUCTEMM T3 YCYHEHHRA HACNIAKIE

| xibeparaku.

#3/10M #KISEPBE3MEKA #POCINCLKI XAKEPU #KIGEPATAKA #hackers
#cyberattack

) Facebook rocyaapcTBeHHOM CNy6bl CTaTUCTUKK
YKpauHbl coobuyaet o kubeparake




Hacktivism: the Art of UaderOverstatement

I State sites of Ukraine

gov.ua w (@) Personal account

«> People with visual impairment

STATE SERV|CE OF SPEC'AL YipalHcsKoio
COMMUNICATIONS AND INFORMATION

PrRoTECTION OF UKRAINE

Veterans organization ~ Volunteerhub ~ CERT-UA  Aboutthe SSSCIP  FAQ  Activity

Cyberattack on the State Statistics of Ukraine: the enemy reports
another non-existent «victory»

News 05.07.2023 13:08

So-called russian hacktivists, associated with the main department of the general staff of the armed forces
of the russian federation (formerly known as the main intelligence office), keep waging complex attacks
against Ukraine by combining cyberattacks and PsyOps.

A message was posted today on the official Facebook page of the State Statistics Service of Ukraine about
a cyberattack that ostensibly disabled statistics delivery to Ukrainian public authorities, «complicated
assistance to revenue authorities» and resulted in «suspended submission of statistics related to economy,
population, employment and labor migration to the AFU General Staff».

fepkasna cnymsa SWIZ  State Service of Special X X . . <
cneulansHoro 3s'Asky Ta saxucTy Communications and Information The message instantly appeared in the Telegram channel of a russian «hacking group». This channel had

inopmauii Ykpainm + Protection of Ukraine 2o o . . . . .
been repeatedly used as a disinformation campaign platform by russian intelligence agencies.

The post about the cyberattack and its «consequences» appeared due to the compromise of the State
Statistics’ official Facebook page. Access to the page is now restored and the post is deleted.

The Computer Emergency Response Team of Ukraine (CERT-UA) that operates within the SSSCIP and the State Statistics Service of Ukraine both confirm the fact of a malicious
attack against the State Statistics’ informational resources. However, its effect is much exaggerated. To be specific, now we can confidently assert that no information resource of the
State Statistics has been affected. No harm has been done to the data processed by the Service’s resources, as well as to its server equipment or information and communication
infrastructure. The Service is fully capable of providing statistical data.

According to preliminary data, the perpetrators’ attempt to deliver an attack using wiper software affected several workstations of the State Statistics employees. One of them was
used to access the State Statistics’ official Facebook page.
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Conclusions



IO in the GRU Playbook

Cyber & |O: better
together

The GRU favors this
combination in concert with
disruptive attacks during
wartime

Manifesting “success”

Influence designed to look
successful rather than be

successful

Multi-level operations
in a wartime attention
economy

Enhanced |O components can
increase perception of threat
activity and expand audience
size for associated messaging
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Questions?



Thank youl!



