
Proprietary + Confidential

October  2023EU Disinfo 2023

Disinfo & Disruption
Alden Wahlstrom, Senior Analyst, Mandiant 
Gabby Roncone, Senior Analyst, Mandiant



Proprietary + Confidential

Acknowledgements 

• Mandiant Research Team
• Mandiant Cyber Espionage Team
• Consultants on Ukraine engagements
• Russia Fusion Cell & Pokemon Masters 
• CERT-UA
• Security Service of Ukraine (Cyber department)



Proprietary + Confidential

Case studies and examples are drawn from our experiences and activities working for 
a variety of customers, and do not represent our work for any one customer or set of 
customers. In many cases, facts have been changed to obscure the identity of our 
customers and individuals associated with our customers. 

Disclaimer
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Throughout the war in Ukraine, we have observed 
distinct patterns of strategic and tactical cyber-
and cyber-enabled IO activity that enable 
generic, flexible, and survivable operations. We’ve 
deemed these patterns the GRU’s Disruptive 
Playbook
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Generic Flexible Survivable 

Provides options for a wide 
range of potential targets  

Reusable across different tool 
deployments 

Difficult to detect; disrupt 
through countermeasures

The GRU Playbook: A simple, repeatable playbook
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Telegraphing 
“Success” 

Amplifying the narrative 
of successful disruption 
via hacktivist personas, 
regardless of the actual 
impact of the operation

Living on the Edge

Leveraging hard-to-detect 
compromised edge 

infrastructure to gain and 
regain initial entry into 

targets

Disrupt and Deny

Deploying “pure” wipers 
and disruptive tools to 

fit a variety of scenarios

Going for the 
GPO

Creating persistent, 
privileged access 

from which wipers can 
be deployed using a 
tried-and-true script

Living off the Land

Using pre-existing tools 
for recon, lateral 
movement and 

information theft on target 
networks, aiming to evade 

detection
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Telegraphing “Success”
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When a Cyber Attack isn’t Enough

Compounding effects 
needed

Reaching the right 
audience

Everybody makes 
mistakes

Disruptive attacks may only 
achieve temporary effects as 
organizations quickly engage 
remediation efforts 

Isolated disruptive attacks may 
not have psychological effects 
beyond the organization 
targeted 

Disruptive attacks may not 
even be successful, thus failing 
to achieve any psychological 
effect
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Telegraphing Success
January 2020 – February 2023

Part 3

… profit?

Part 1

Claim compromise 
of target organization 
via Telegram channel

Part 2

Promote purportedly 
leaked data as evidence 
and the narratives related 
to the operation
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Telegraphing Success
April 2023 - Now

Part 3

Deface website with further 
promoting the operation’s 
occurrence and the 
associated narrative

Part 1

Claim compromise 
of target organization 
via Telegram channel

Part 2

Promote purportedly 
leaked data as evidence 
and the narratives related 
to the operation
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Solntsepek
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Solntsepek (Солнцепек) is a pro-Russia hacktivist group that has claimed multiple attacks against 
Ukrainian entities. The group takes its name from a website and Telegram channel maintained by its 
operators, which is dedicated to doxing members of the Ukrainian military and security services. 

● The doxing website and Telegram channel were launched in late Spring / early Summer 2022 in 
response to the Russian invasion of Ukraine; and it began claiming compromises at least as early as 
Spring 2023. 

● "Solntsepek" is a reference to a Soviet-designed weapons system, the TOS-1 heavy flamethrower.
● Since April 2023, Solntsepek has conducted at least 11 operations involving claimed compromises 

targeting Ukrainian entities. 
● The group’s targets include government entities, key service providers like ISPs and energy, and media 

organizations. 
● Narratives promoted by the group include anti-Ukrainian rhetoric, with themes such as alleging 

Ukrainian government incompetence or corruption; such as narratives repeatedly targeting CERT-UA. 

Mandiant has not attributed Solntsepek to a specific actor or activity set. 

Enter Solntsepek
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Leveraging Established IO Assets
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Rebrand

* Images are machine translated from Russian



Proprietary + ConfidentialJuly 5: Solntsepek Claims Attack on the 
State Statistics Service of Ukraine

* Excerpt from Telegram post machine translated 
from Russian
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Conclusions
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IO in the GRU Playbook

Cyber & IO: better 
together

Manifesting “success” Multi-level operations 
in a wartime attention 
economy 

The GRU favors this 
combination in concert with 
disruptive attacks during 
wartime

Influence designed to look 
successful  rather than be 
successful 

Enhanced IO components can 
increase perception of threat 
activity and expand audience 
size for associated messaging 
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Questions?
05



Proprietary + Confidential

Thank you!


