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EU Sanctions

* On 2 March 2022, the European Council introduced sanctions that prohibit the
broadcasting activities of Russian state outlets Sputnik and RT within the EU or
directed at the EU.

* Consequently, major social media platforms suspended the accounts of Russian
state media in Europe.

 While studies concur on the overall effectiveness of the introduced sanctions in
limiting EU access to Russian state outlets, these outlets have employed a wide
range of circumventing strategies.

* Understanding these strategies and how to detect them can help improving the
design and implementation of both existing and new sanctions.
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Methodology

* Discovery (Google searches)

e Attribution (Maltego)
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URLs that share the URLSs directing to the Google Analytics IDs
same DNS same IP address

information

* Spread on social media (Brandwatch/CrowdTangle)

* Web traffic analysis* (SimilarWeb) (*Big caveat: VPNs)
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Effectiveness of the
sanctions on Russian
state-affiliated media

in the European Union

An investigation into website traffic and
possible circumvention methods

Authors: Kata Balint, Jordan Wildon, Francesca Arcostanzo
and Kevin D. Reyes
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directing traffic to RT
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Spread of alternative RT domains on Facebook (red) and Twitter (blue) from 1 February 2022 to 30 June 2022.

Posts containing links to these websites
were shared over 450,000 times on
Twitter by almost 50,000 unique users.

On Facebook, there were over 6,000
shares from around 1,200 public
Facebook pages and groups, with a
combined followership of over 46.7M
users.

In the period under analysis, these sites
totalled about 2.5M views/month.

This said, overall drop in EU traffic to RT
was significant, moving from 52M
visits/month in early 2021 to 14M in June
2022 (-74%).
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RT en Espafiol @ L)
@ActualidadRT - Seguir
& Medios afiliados al gobierno, Rusia

iSaludos a todos!

Si es que la pagina no les funciona, pueden probar
con esta direccion:

¢ actualidad-rt.com

Y recuerden que pueden seguirnos en VK:

¢

vk.com

RT en Espariol

El canal de noticias RT en espanol comenzo a
emitir desde Rusia durante 24 horas al dia y ...

3:00 p. m. - 24 mar. 2022 ®

Leer toda |la conversacion en Twitter

Noticias Viral

Varios muertos, cientos de heridos
y nuevas destrucciones tras 2
potentes terremotos en Turquia y
Siria

Cientifico que predijo los
terremotos en Turquia
anticina danda nadrian

Programas v Opinién

VIDEO: Se produce una
gran explosién en una
fihrica da matal an FF 1111

ir siempre informado, suscribete a nuestra cuenta en

Captan los primeros momentos de
los terremotos en Turquia y un
destello azul en el cielo

China acusa a EE.UU. de "abusar de
su hegemonia®, difundir
“narrativas falsas" y causar

con el délar

Borrell indica a China una "linea
roja” en relacién con la UE

Biden llega a Kiev: una visita
acordada con Rusia y con alerta
aérea sin ataques

Biden vs. Trump, Musk vs.
Bezos: ;a quiénes
rancidera cama

Multimedia v

Equipo de RT

RT en Espafiol en vivo -
TELEVISION GRATIS 24/7

Lo mas
popular

Varios muertos, cientos de
heridos y nuevas
destrucciones tras 2 potentes
terremotos en Turquia y Siria

Resuelven el misterio de la
“sirena” momificada
‘pescada’ en Japén

Bloomberg: La creciente flota
rusa de ‘petroleros en la
samhra’ va e< un nrohlema
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@ actualidad.rt.com @ actualidad-rt.com @ esrt.online @ esrt.press @ es.rt.com
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Spread of different alternative RT domains by the Twitter account ActualidadRT, from 1 February 2022 to 30 June 2022.
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Other Circumventing Strategies

@ DIG DEEP DOCUMENTARY
2.42K subscribers

HOME VIDEOS PLAYLISTS COMMUNITY CHANNELS
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OMERTA &
@Omerta officiel
Ei tobre 202:
Nova Kakhovka.
4K taté quil était d
dans le documentaire “Front Russe”
Translated from French by Google
In October 2022, Omerta teams had exclusive access to Nova Kakhovka.
They had gone near the dam and had found that it was already at the
420k e @
400k
380k
360k
Week of Jan 01 Week of Feb 01 Week of Mar 01 Week of Apr 01 Week of May 01 :52 AM - Jun 6, 2023 - 89.5K Views

Mirror domains, alternative domains, copy-paste websites

[

Expansion of online presence on alternative platforms

New media set up by former RT employees \
Use of diplomatic accounts \

Rebranding of content

Promoting usage of VPNs
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I R7 Média
@R7 Media

< [R7Média
a8 Tweets

L1BERTE

Transla
® Mos

t engagés pour
Twitter | t.me/AvecRTFrance? | youtube.com/@R7 Media

@ t.me/AvecRTFrance2 ) Joined April 2023

3,438 Following 194K Followers

Not followed by anyone you're following

f“ odysee

€)' @0dyseeTeam

We’ve been asked to remove RT from Odysee.

We don't care about politics, and being a platform means we have to be

a platform.

Whether it's CNN , Fox %, RT, etc. It all has its place on Odysee.

5:46 pm - 28 Feb 2022




Impact of Sanctions: Successes, Challenges and Recommendations

BN S| ccesses

e Restrictions placed on accessing Russian state media were overall effective in
reducing traffic from the countries that applied the sanctions;

e Engagement with sanctioned social media accounts also decreased in the
aftermath of the bans.

mel  Challenges and Recommendations

e Sanctioning a fixed set of assets has its limits;

e Sanctioned content can easily be recreated and spread through other media;
e Sanctions were only applied to the most well-known state media outlets;

e State-affiliated actors are not the only actors spreading pro-Kremlin
disinformation.
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