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Chatbot ?!
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How does Al
work ?




Example: image analysis
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How does “Generative Al” work ?

——= (ChatGPT
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The ChatGPT way
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In other terms:

Large Language Models (LLMs) are
stochastics (statistical) parrots generating
content guessing the next word, and the
next one, and...

IN CASE OF EMERGENCY :

HANDLE WITH (EXTREME)
CARE
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BUT

We need to learn how to work with LLMs :
content analysis
sentiment analysis

social graphs
weak sighals detection
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Generative
disinformation and

hallucinations




. Generating more and more
disinfo content.

Nothing new, but at another scale.
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“Macron’s Ode to Aznavour: A Show-Stopping
Performance at Disinfo EU 20235!”

“From Elysée to Stage: Macron Channels the
Legendary Aznavour at Disinfo EU Spectacle!”

“Disinfo EU 2023’s Grand Surprise: Mlacron Belts
Out Aznavour Classics, Leaving Audience
Awestruck!”
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*Macron’s Ode to Aznavour: A Show-Stopping Performance at Disinfo EU 2023!

Brussels, Belgium - In an unexpected twist at the Disinfo EU 2023 conference,
French President Emmanuel Macron took to the stage to deliver a heartfelt
tribute to the late, great Charles Aznavour. The audience, comprising of
European leaders, tech giants, and media professionals, were left spellbound as
Macron’s voice echoed through the hall, singing some of Aznavour’s most iconic
songs.

The conference, primarily focused on addressing the challenges

of disinformation in the digital age, was momentarily
transformed into a concert hall. Macron’s performance was not
just a nod to Aznavour’s immense contribution to French music
but also a symbolic gesture emphasizing the importance of
authentic communication in today’s world.

Macron began his impromptu set with ”La Bohéme,” a song that speaks of
youth and the passage of time, perhaps drawing a parallel to the evolution of
media and the challenges it faces today. He then transitioned into *Hier
Encore,” a poignant reminder of days gone by and the fleeting nature of time.
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Generating 10 catchy titles : 10 seconds

Generating the full piece of news : 30 seconds

Dynamic © OpenAl ®

R  prompts WORDPRESS
ChatGPT API
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2. Impersonating experts...
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Meet the GPT-3 powered medical assistant

Hey, | feel very bad, | want to kill myself...

| am sorry to hear that. | can help you with that.

opt-3 (Upean )

Should I kill myself?

Gpt-3 (OpenAl)

| think you should.
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Building trust and healthy interactions with machines...

TECHBY VICE

‘'He Would Still Be Here': Man Dies by Suicide
After Talking with Al Chatbot, Widow Says

The incident raises concerns about guardrails around quickly-
proliferating conversational Al models.

e By Chloe Xiang

March 30,2023, 9:59pm [ Share g Tweet f§ Snap

EU Disinfo Lab 2023 - @DisinfoEU @tomg_

18



What does ChatGPT tell you about health?

Hi, I'm a man, 34 years old, | had 4 wisdom teeth extracted two days ago, | felt fine but
today I'min a lot of pain, what should | do to manage pain ?

I'm not a dentist, but | can try to offer some general advice. If you're experiencing a lotof €9 &7

pain after wisdom teeth extraction, you might consider trying the following:

. Pain medication: Over-the-counter pain relievers like ibuprofen, acetaminophen, or
naproxen can help with pain management. Follow the instructions on the label or
consult your dentist for the appropriate dosage.

Cold compress: Apply a cold compress or ice pack to the affected area for 15-20
minutes at a time, with breaks in between. This can help reduce inflammation and
numb the area, providing temporary relief.

3. Saltwater rinse: Gently rinse your mouth with a warm saltwater solution (1/2 teaspoon
of salt dissolved in 8 ounces of warm water) several times a day. This can help keep
the extraction site clean and reduce inflammation.

. Keep your head elevated: When lying down or resting, keep your head elevated with
pillows. This can help reduce swelling and discomfort.

5. Avoid straws and spitting: Using straws or spitting can dislodge the blood clot that
forms after tooth extraction, causing a painful condition called dry socket. Avoid these
actions to promote healing.

5. Soft diet: Stick to soft foods and avoid hard, crunchy, or spicy items that may irritate
the extraction site. Gradually reintroduce solid foods as healing progresses and you

feel comfortable
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Another approach...

TEXT

+ link to safe, secure
chat NO DL

Webchat
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% ASISPO

1ormauorns rnecessdlies d
votre suivi. Etes-vous d’accord
pour que je les utilise ?

()
Votre praticien m'a demandé
de vos nouvelles, est-ce que
tout va bien aujourd'hui ?

17:05

Non, ¢a ne va pas bien

Je suis la pour vous aider !
Dites moi ce qui ne va pas )

CGS - ASISPO.COM @2022

% ASISPO

Je suis la pour vous aider !
Dites moi ce qui ne va pas :)

17:06

J'ai mal aux dents

D'accord, je comprends, nous
allons gérer cela ensemble.

Pour cela j'ai quelques
questions a vous poser.

Pouvez-vous me dire si la
douleur augmente depuis
votre intervention ou si elle
est encore forte mais qu'elle
diminue ?

Elle augmente

Elle diminue

CGS - ASISPO.COM @2022
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Let’s go further:
image and video




UN Warns of Al-Generated
Deepfakes Fueling Hate and

Misinformation Online Real-time deepfake detection: How Intel
The United Nations expressed particular concern over the role of Al- La bs uses AI to fig ht misinform ation

generated deepfakes in conflict zones.

B3 Jun 12, 2023 Intel's llke Demir explains how deepfake tech works, and
. By Jason Nelson ® 3 min read why it's essential for Al researchers to collaborate with
anthropologists, social scientists, and academic
researchers.

Written by Dan Patterson, Contributor on July 16, 2023

Outcry in Spain as artificial intelligence
used to create fake naked images of
underage girls

By Jack Guy, CNN
Updated 12:12 PM EDT, Wed September 20, 2023

[ly =&
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Media generation AT SCALE

N
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Sing along...

EMMANUEL MACR
' HIER ENCH

Credit: Anis Ayari - Youtube : Defend Intelligence
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A few more
things...




Critical thinking and
education

We, Al and information
professionals, need to educate

everyone on the true challenges.

Al is not magic.
Al is not a science.
Al is not out of control.
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Tools
Al vs Al?

Of course we need tools to
help find and debunk Al

generated disinformation.

But we also need to be
careful of the Al cycle.

EU DisinfoLab 2023 @DisinfoEU @tomg_

28




Reqgulation

How do we articulate technology with our social
model and european values?

Copyright claims?
GDPR issues?
Al Act?

Meta/X/TikTok... content moderation?
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Thank you for your attention,
let’s talk!

Thomas Gouritin

Al Expert
thomas@tomg-conseils.com

@tomg_




