
The Ghostwriter playbook
From cyber attacks to disinformation operations in Central Europe



Privet, you have just been hacked!
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Phishing attacks

Hacking groups target email 

accounts of the public figures 

(politicians, experts, journalists)

SM accounts

Hackers gain access to SM 

accounts through compromised 

emails 
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Hacked and fabricated 

websites

Attackers compromise official 

websites of the institutions 

Disinfo actors fabricate websites
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SM platforms

Traditional media

Disinfo actors run manipulative 

campaigns across SM channels 

and target traditional media                      
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Large scale influence operation





Hack & leak

● Telegram channels
● Website addressed to the Polish audience
● Belarusian propaganda machine



Key findings

● similarities between UNC1151 and the 
GRU-linked groups (Fancy Bear, 
Sandworm)

● data might be used in several disinfo 
operations by cooperating groups 

● phishing attacks targeted Polish 
politicians, MoD infrastructure, military 
targets in Ukraine



Targets

● Poland
● Lithuania
● Ukraine
● Germany

● NATO
● Belarusian opposition



> 170 
likely compromised VIP email accounts in one CEE country (Poland)



Broad spectrum of goals

● destabilization
● polarization
● access to critical infrastructure
● access to critical information
● blackmail
● spy games



phishing 
campaigns

hacking service
(infrastructure)

Hostile state (sponsor) 

disinfo service
(content,  

distribution) 

malware

fake news
leaks

troll farms
psychographic profiling

Attackers market



Investigating large scale 
influence operations

● Cross-functional approach
● Infrastructure analysis
● Disinfo network analysis (distribution channels)
● SM monitoring (content and context)
● Scale, complexity, resources
● Targets, goals
● Key actors, proxies 
● Impact
● Institutional response



EU condemns Russia for the 
Ghostwriter operation



‘’If we are chasing what is right 
now, we are late”
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