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. Executive summary

In March 2020, we stumbled across articles from a French website called
“‘ObservateurContinental.fr" which spreads disinformation related to the COVID-19. For
example:
e An article blaming NATO Defender-Europe 20 exercises for the outbreak of COVID-19
in Europe.® As shown by a DFRLab study, similar narratives trying to link the COVID-
19 to NATO military exercises in Europe were also debunked in Italy.?
e Another one repropagated the interview of the former US bioweapon expert Francis
Boyle, who falsely asserted without evidence that the “COVID-19 is a perfect

biological weapon"®

Investigating further, we found that the website has spread:

e Alot of polarizing content targeting France, such as the claim that the "Yellow Vest
Movement is manipulated by George Soros"#) from an interview with Emmanuel Leray,
a French political scientist (and a former counsellor of the French far-right Marine Le
Pen);

e Some messages extremely favourable to Russia, such as the article presenting the
findings from Le Monde about a network of Russian spies active in the French Alps as
“fiction".®

In its "About us" section, Observateur Continental presents itself as an “independent and
non-profit information portal”. It also claims to share articles from “analysts from all over the
world" with a prime focus on the “Eurasian continent”.® On this page, there is no mention of
any individual/organisation linked to the website nor an indication suggesting that the
website might be connected to a foreign country.

Looking at the technical data linked to the website, we did not find anything significant at
first sight: Observateurcontinental.fr is hosted on a shared server with one IP address also
connected to thousands of unremarkable, mostly French, websites.

However, the historical WHOIS data related to the website, which is publicly available,
revealed interesting insights”. Even though the domain owner of “observateurcontinental fr"
is PTS Privacy & Trustee Services GmbH — a German company that offers the possibility to

! https://perma.cc/C2BY-LKKQ
Zhttps://perma.cc/LN5C-J7X9
3 https://perma.cc/ZZJ9-4RXG
4 https://perma.cc/CYX8-7R7D
5 https://perma.cc/GR33-AD5C
6 https://perma.cc/54P8-4M66
7 https://perma.cc/APN3-BMLN
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anonymously register websites online — the registration data mentions that management of
technical issues related to the “Observateurcontinental.fr" domain name is delegated to an
individual named “Alex Kouchnir". According to this data, Alex Kouchnir serves as point of
contact for the Russian press agency InfoRos Co.Ltd, based in Moscow.® The WHOIS lookup
also includes:
e anemail address that was used for the website's registration (nic@inforos.ru)
e a physical address (Krzhizhanovskogo Street 13/2, 11/218 Moscow), which is an
address known to host InfoRos but also other Russian organisations, such as the
Russkiy Mir Foundation, which are funded by the Russian government.

Moreover, looking at the source code of Observateurcontinental.fr, we were able to find
distinctive labels on the search forms used by the website: “forms-base-el--input”. Using a
public source code search engine, we were able to find that this distinctive code is used on
243 other media websites, which are all linked to InfoRos. We also observed strong
similarities with how the websites were built.

A deeper analysis of the articles published by ObservateurContinental.fr also showed that
some of them were in fact translations of pieces that were first published in Russian by
Inforos.ru.

These links between Observateur Continental and InfoRos are completely hidden to readers.
There are no public traces of any of these ties between InfoRos and the Observateur
Continental website, which poses as a “French information portal” and spreads clear
disinformation.

Our own investigation shows that InfoRos seems to be a regular contractor of Russian
autharities. InfoRos also have a wide range of activities from managing local Russian media
outlets’ websites to organizing events for the Russian authorities, and maintaining some
more partisan websites (e.g. genocide-in-ossetia.com).

Moreaver, according to a report from the Washington Post from December 2018 citing
Western intelligence sources, InfoRos is considered as a front organisation for covered
information operations for the GRU (“Main Directorate of the General Staff of the Armed
Forces of the Russian Federation"), the Russian state's foreign military-intelligence agency.®
The US media's article named more precisely here the GRU Unit 54777, also known as “the
72nd Special Service Center”, which is considered as “the center of the Russian military's

8 Information which can be found on the technical contact section of the WHOIS.
9 https://www.washingtonpost.com/world/europe/how-russias-military-intelligence-agency-became-the-covert-muscle-in-putins-
duels-with-the-west/2018/12/27/2736bbe2-fb2d-11e8-8c9a-860ce2a8148f story.html
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psychological-warfare capabilities” and has been involved in several covert information
operations in Ukraine and the West, according to the same Western Intelligence officials.'

Furthermore, our investigation also allowed us to uncover undisclosed ties between “One
World Global Think Tank" — a website already identified as a Moscow-based information portal
by a EUvsDisinfo report'* — and InfoRos.

Even if Observateur Continental does not disclose any of these links and maintains strong
opacity around its functioning, two individuals have regularly signed articles produced on the
website.

One of the main contributors, Olivier Renault, presents himself on his LinkedIn profile as a
“freelance journalist” based in Russia. According to his personal website, the French
journalist wrote articles on a regular basis for the Russian-state media La Voix de /a Russie
(now Sputnik France) and Stimme Russlands (now Sputnik Germany) from 2012 to 2014.
Then, he collaborated with the pro-Russian media outlet (Novorossia Today | NRT24) based
in Donetsk (Ukraine) until the beginning of 2019. He also claims to have worked in the past
for the controversial German media Junge Freiheit? the French media Rue&9 and gave
interviews for the Iranian government media Press 7V He is also identified as a regular
contributor for the controversial alternative media Rjposte Laigue** and several well-known
conspiracy websites, such as mondialisation.ca®® and reseauinternational.net.?6

Even though it was limited in number, we also found that Olivier Renault had signed at least
four articles in Russian published on Inforos.ru.t’

On his professional Facebook page, he uses as a profile picture of what seems to be his
Russian professional press card.'® However, despite being quite transparent about some of
his connections to Russia, he does not mention an affiliation to either Observateur
Continental or InfoRos.

The other main contributor is Mikhail Gamandiy Egorov. According to his LinkedIn profile, he
occupied the position of columnist and analyst for La Voix de La Russie then for Sputnik
Francefrom September 2012 to December 2018. In parallel, he had a short mission with the

10 lbidem

1 https://euvsdisinfo.eu/one-world-one-author-one-chain-of-command/
12 https://perma.cc/WJ4V-BUSH

13 https://perma.cc/Y3HL-VVDL

14 https://perma.cc/DG3S-CM2U

15 https://perma.cc/QZR8-HPZN

16 https://perma.cc/B492-SQUG

17 https://perma.cc/8NBH-85VJ

18 https://perma.cc/H3KB-RGIE
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Skolkovo Foundation (from December 2013 to March 2014) and founded “BRICS Dream”, an
organisation focused on solidifying the relations between BRICS countries, which was active
from November 2014 to August 2017. According to his LinkedIn profile, he has been acting
since November 2019 as a "Journalist for /Observateur Continental’ and a Director for “Afro-
Wave Agency”, a Public Relations agency based in Rabat, Morocco.

Going further in our investigation on Mikhail Gamandiy-Egorov, we discovered that he has also
been a contributor for many conspiracy and “alternative” websites (GlobalResearch.ca,
Mondialisation.ca, Palestine-solidarité.org, eode.org, revuemethode.org ...) and has been a
regular interviewee for Iranian state media for many years (Press TV, Pars Today,
Almanar...).*8

Observateur Continental has its own Facebook Page (11k likes) and Twitter account (76
followers) to share articles from its website. However, the apparent low audience of the
Observateur Continental's social media accounts does not reflect the real reach of the
content produced by the website. As for the other media outlet called “oneworld.press”,
which we uncovered as tied to InfoRos, Observateur Continental sees its articles regularly
reproduced by many bigger websites — sometimes on an almost systematic basis.

For example, an author page managed by "Patrice Bravo" (likely a fake alias)?® on the French
blogging platform Agoravox.fr’l is exclusively dedicated to the reproduction of articles
published by Observateur Continental. We noticed that this is one of the main amplification
channels for the website. Another example of an amplifier was the French reinformation
media Adoxa.info before its closure, which had already published 19 articles on its website
since January 2020, branded as “in partnership with Observateur Continental”.?? Moreover,
Les Moutons Enragés, a French conspiracy website known to spread a lot of disinformation,??
has also been regularly reproducing content from Observateur Continental since 2019
(around 41 articles).

In addition to the amplification in the French information ecosystem, we studied the
propagation of a specific story from Observateur Continental that falsely linked “the outbreak
of COVID-19 in Europe to the NATO Europe-Defender 2020 military exercises”. Even though
the overall audience was limited, we were able to show that the article from the small French
website was shared directly and indirectly by multiple actors in France but also in several
European countries.

18 https://perma.cc/DSP8-86R7
2 https://perma.cc/8WJK-NFVT
2L A French media platform which is composed only of blogs managed by regular Internet users
22 https://perma.cc/XR6D-XW5HX/ https://perma.cc/4PBG-ATTV/ https://perma.cc/4PBG-ATTV
23 https://perma.cc/DL24-CEQH
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Finally, we investigated how websites that are presented by the alternative media outlet One
World Press as “partners” also played an important role in the amplification of the articles
produced by Observateur Continental and One World.

. Awebsite spreading disinformation items

Between March and April 2020, we stumbled across articles from a French website called
“Observateurcontinental fr," which was spreading disinformation items related to the COVID-
19. We noticed for example:

e An article blaming NATO for the outbreak of COVID-19 in Europe;?* similar
conspiratorial narratives circulating in Italy were, for example, also debunked by
Pagella Politica;?®

e Another article repropagating the interview from the former US bioweapon expert
Francis Boyle, who falsely asserted without evidence that the “COVID-19 is a perfect
biological weapon"?¢;

e An article claiming that political opponents of a lockdown in Germany were arrested
and placed in psychiatric institutions?’.

1) Story linking COVID-19 to NATO military exercises in Europe

On March 5™ 2020, the website "ObservateurContinental fi" published an article titled
“Coronavirus: The NATO DEFENDER-Europe 20 military exercises threaten Europe”. The article
was written by an individual called Olivier Renault.

24 https://perma.cc/C2BY-LKKQ

% https://pagellapolitica.it/blog/show/637/che-cosa-sappiamo-di-defender-europe-20-e-quanto-centra-con-il-coronavirus
% https://perma.cc/ZZJ9-4RXG
27 https://perma.cc/7DGA-SF24
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Coronavirus: Les exercices DEFENDER-Europe 20 de
I'Otan menacent I'Europe

Un débarquement massif de troupes met le pied en pe dept
chose étrange, cel alarrivée de sur le vieux continent.

la fin du mois de janvier et,

Le traitement médiatique de ['épidémie empéche de couvrir et de parler de la mise en place des grandes
manceuvres de 'Otan mais surtout de dire que l'expansion du coronavirus en UE semble avoir un lien avec
cette invasion de populations portant l'uniforme US venant de plusieurs coins du monde dont de I'Asie. En
effet, du personnel otanien provient dAsie et de Mi lan qui abrite un quartier géne'fal multinational de forces &

déploiement rapide affectés 3 ['Otan http//www.nrdc-ita nato int/23/what-is-nrde-ita

En outre, c'est bien & partir de ['Oise, zone de la base militaire de Creil, que le wrus sest vepandu en France
en formant un «cluster». Un cas de dans [Agencee ED) est
confirmé. L épidémie suit les activités et les déplacements militaires de I'Otan.

En Europe, prés de 64 809 (1) (2) soldats américains sont, en tenant compte des fluctuations entre 2015 et
2019, stationnés de maniére permanente en Europe sans tenir compte des civils. Officiellement, le premier
navire contenant le matériel de larmée américaine est arrivé début février au port dAnvers. Mais lopération
DEFENDER-Europe 20, qui est considérée comme l'exercice militaire qui sera le le plus gros déploiement
militaire des Etats-Unis depuis 25 ans sur le sol européen, a exigé de nombreux voyages de militaires de
I'Otan entre les bases américaines situées en Europe, dans le monde (3) et des bases de [Otan qui font la
coordination avec les armées des autres pays. En outre, cela nécessite le soutien de dizaines de milliers de
civils dans plusieurs pays sans oublier les 37 000 soldats, dont 20 000 Américains qui vont participer entre
avril et juin a cette opération militaire XXL durant laquelle sera simulée I'attaque d'un pays de I'Otan en 2028.

ACTUALITES

Maire de Chicago: le risque de
contamination par le Covid-19 est
plus élevé parmi les Afro-
Américains

14 AVRIL 2020

Les Etats-Unis ménent des
opérations secrétes en Allemagne
13AvRL 2020

Lavion de chasse russe Su-57
démontre sa maniabilité
exceptionnelle

Lhorloge atomique a confirmé
I'hypothése d'Einstein
10 AvRIL 2020

Présidentielle américaine: Bernie
Sanders stoppe sa campagne
#avee 2020

Toutes les actualités

Observateur Continental

Figure 1 - Screenshot of the article titled "COVID-19: The NATO DEFENDER-Europe 20 military exercises threaten Eurgpe” from

observateurcontinental

This piece suggested that there is a link between the outbreak of COVID-19 in Europe and
the preparation of the NATO DEFENDER-Europe 20 military exercises:

First, the author underlines, with a conspiratorial tone, that the COVID-19 pandemic
might be a cover-up to prevent European media from talking about NATO DEFENDER-
Europe 20 exercises.
Then, a focus is made on some very specific COVID-19 cases that occurred among
staff from the European Defence Agency in Brussels as well as airbases in France and
the US. This was used to claim without any solid evidence that the spread of the virus
in Europe was very likely connected to NATO military facilities.

The article vaguely mentioned that most of the first people infected in Europe and the US did
not have any links to these military bases.

2) COVID-19 is a perfect bioweapon

On February 27™ 2020, Observateur Continental published an article repropagating false
claims made by the US Professor of Law Francis Boyle about the origin of COVID-19 (he
described it as "a perfect bioweapon which probably leaked from a lab").

28 https://perma.cc/C2BY-LKKQ
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ACTUALITES

Francis Boyle: «Le COVID-19, une arme biologique

parfaite» Le 8 mai FAlgérie instaure une
<Jourée nationale de la
Mémoire»

8 mai: 75e anniversaire de la fin
de la Seconde guerre mondiale
sans public

La Chine entame sa conquéte
spatiale avec une station habitée

La France engage une frégate
dans la mission navale Irini

Ouverture d'une enquéte pour
crimes contre fhumanité en
Centrafrique

Francis Boyle', exper qui biologiques, explique

iffuser de maniér
Healths (NIH) qui,

ngagent que luFmér

Figure 2 - Screenshot of the article titled “Francis Boyle: “The COVID-19, a perfect bioweapon” from observateurcontinental. 1

Multiple scientific studies on the origin of the virus have already concluded that the “COVID-
19 is a natural virus and was not man-made?". Moreover, the conspiracy theory built by
Francis Boyle was debunked by several factcheckers and media all over the world.®! One
interesting element is that Olivier Renault — the Observateur Continental article's author —
does not agree 100% with the theories of Francis Boyle. Even though he fully goes along with
the false hypothesis of the “COVID-19 being a bioweapon”, an alternative story about the
exact initial origin of the virus is built in the article. Whereas Francis Boyle describes a plot
involving a lab in Winnipeg (Canada), Renault's article tries to implicate a laboratory facility
in North Carolina and the US Food and Drugs Administration. This suggests not only a desire
to spread disinformation about the “man-made origin of the virus" but also a will to build a
narrative blaming the US.

3) Covid-19 as an excuse to lock-up political opponents in Germany

On April 13" 2020, Observateur Continental published an article from Olivier Renault titled
‘COVID-19 in Germany: when the palice knocks at the door”.

Zhttps://perma.cc/ZZJ9-4RXG

30 https://www.factcheck.org/2020/02/baseless-conspiracy-theories-claim-new-coronavirus-was-bioengineered/

%1 https://www.lemonde.fr/les-decodeurs/article/2020/03/06/le-coronavirus-arme-biologique-le-vrai-du-faux-d-une-video-
virale_ 6032098 4355770.html/ https://asiatimes.com/2020/02/chinas-bioweapon-spy-story-that-never-was/




\

( EU DisiNnFO

. ,,' /~x observateur
% w_/ continental

"
ACCUEIL  POLITIQUE ~ MONDE = ECONOMIE = DEFENSE = SOCIETE  INSOLITE

ACTUALITES

Covid-19 en Allemagne: quand la police sonne a la

porte Le 8 mai lAlgérie instaure une
«Journée nationale de la
Mémoire»

8 mai: 75e anniversaire de la fin
de la Seconde guerre mondiale
sans public

La Chine entame sa conquéte
spatiale avec une station habitée

La France engage une frégate
dans la mission navale Irini

‘Ouverture d'une enquéte pour
crimes contre lhumanité en
Centrafrique

Toutes les actualités

Observateur Continental

S ct
des recherches, Observateur Continenta), a découvert, par exer

5 dermiers mensient déja des recherches sur neuf contaminés &

Figure 3 - Screenshot of the article titled "COVID-19 in Germany: when the police knocks at the door” from
observateurcontinental.fr’”

This piece suggested that “there is a strategy in Germany to lock-up all the people who
oppose local governments' responses against COVID-19". To support this “authoritarian drift"
narrative, the article mixes and misrepresents several real facts:

- In order to create suspicion, the article highlights the German police escorting of
doctors from the Klinikum University in Munich to conduct random door-to-door tests
to evaluate the proportion of people immunized against COVID-19. According to the
author, this is proof that people will be forced to take the test and could be imprisoned
if they refuse. There is no evidence to sustain such claim.*

- The article links the “testing campaign in Bavaria” to discussions on “the possibility
of imposing a forced quarantine for people who do not want to respect lockdown
measures in psychiatric wards in the Saxony region”. For Olivier Renault, this
demonstrates that “there is an ongoing plan in Germany to lock-up poalitical
opponents”. In reality, the Saxony government had already fully refuted that it
seriously considered such radical measures two days before Olivier Renault published
his alarmist article on the same topic on Observateur Continental.*

- Finally, the article mentions the arrest of a known conspiracy theorist and COVID-19
denier®® for making threats against some of his relatives and the authorities.% This

32 https://perma.cc/7DGA-SF24
33 https://perma.cc/WY5N-GB79
34 https://perma.cc/EE35-BCYX
3 https://perma.cc/3ZFZ-BRG6
36 https://perma.cc/HCM7-BSTZ
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was another example of “the authoritarian drift happening in Germany". After his
arrest, the individual was put in a psychiatric ward. Without entering into the debate
around the legitimacy of such arrest, it is still noticeable to underline that the article
seems to use this example to draw a comparison with the “alleged measures put in
place in psychiatric wards in Saxony”, despite the fact that, in reality, the arrest didn't
occur in Germany but in Switzerland.

Ill.  "An alternative news portal” with strong hidden ties
to Russia

1) What does Observateur Continental claim to be?

observateur

.&A \./ continental

ACCUEIL POLITIQUE MONDE ECONOMIE DEFENSE SOCIETE INSOLITE

ACTUALITES

Qui sommes-nous

Observateur Continental est un portail internet d'information indépendant et & but non lucratif lancé en avril Maire de Chlcago: le risque de
2019.

contamination par le Covid-19 est
plus élevé parmi les Afro-
Observateur Continental publie les derniéres nouvelles et informations ainsi que des analyses sur tous les Américains

événements importants dans le monde. Une attention particuliére est ée aux contenus 8s aux

problémes du continent eurasien, a la coopération de 'Atlantique a I'océan Pacifique, a l'intégration 14 AVRIL 2020

économique et a la sécurité de l'information.

Ce portail a pour objectif principal de fournir & ses lecteurs francophones les informations pertinentes sur

les activités de I'OCS (Organisation de coopération de Shanghai), du groupe des BRICS (union politique et Les Etats-Unis ménent des
économique de 5 pays: Brésil, Russie, Inde, Chine et Afrique du Sud) et du grand partenariat eurasien entre "

['Union économique eurasiatique (UEEA) et d'autres pays, dont Ilnde, Ilran, le Pakistan et les pays membres opérations secrétes en Allemagne
de la CEl et méme de I'UE. 13 AVRIL 2020

Observateur Continental est une plateforme dédiée aux chroniqueurs et analystes de divers pays du monde.

Le portail est congu avec un intérét sincére pour tout ce qui se passe sur le continent eurasien. L'avion de chasse russe Su-57

démontre sa maniabilité
exceptionnelle

10 AVRIL 2020

Figure 4 - Screenshot of the “About Us” section on the website observateurcontinental. 7w

When consulting Observateurcontinental.fr,*® there is no information (address, phone
number, organigram, authors' pages...) that could allow users to clearly identify the website's
manager(s).

Still, Observateur Continental includes a “about us” section. However, this page only contains
extremely vague and general details. The website presents itself as “an independent and non-
profit internet information portal launched in April 2019." It claims to offer pertinent
information to a “French-speaking audience” about the Shanghai Cooperation Organisation,
the BRICS, the Eurasian Economic Union, the CEl (Commonwealth of Independent States),
the "EU", as well as other topics related to the “Eurasian continent”. The portal also claims
to be dedicated to "analysts and columnists from all over the world".

37 https://perma.cc/54P8-4M66
38 https://perma.cc/65VD-QSRD
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As the website is exclusively in French and covers a lot of topics linked to France, the natural
guess is to think that this “information portal” is probably French. There is no clear
information suggesting a connection to a foreign country.

2) Attribution investigation: the structure of the website shows strong
links to Russia

a) Technical analysis: WHOIS and the specificities linked to the coding of
“Observateurcontinental fr"

@DQMMNTQQLS PROFILE = CONNECT+ MONITOR~  SUPPORT Whois Lookup Q

Whois Record for ObservateurContinental.fr

~ Domain Profile

PTS Privacy & Trustee Services GmbH

ountry de

Registrar KEY-SYSTEMS GmbH
IANA ID: —
URL: —

Registrar Status ACTIVE

Dates 400 days old ~
Created on 2019-04-05
Expires on 2021-04-05
Updated on 2020-04-05

Name Servers CPANEL3.LWS-HOSTING.COM (has 8,110 domains] ) -~
CPANEL4.LWS-HOSTING.COM (has 8,110 domains)

[Tech Contact Inforos Co., Ltd
ru
nic@inforos.ru
(p) 74957188411

IP Address 91.234.194.249 - 864 other sites ho!

IP Location Il - lle-de-france - Paris - Ligne Wel
ASN EWAS16347 RMI-FITECH, FR (registered

Hosting History 2 changes on 3 unique name servers over 1 year

= Website

Website Title @® Observateur Continental [od
Response Code 200

Terms 236 (Unique: 142, Linked: 183)

Images 1 (Alt tags missing: 1)

Links 55 (Internal: 48, Outbound: 4)

Whois Record ( last updated on 20200509 )

Figure b - WHOIS aata linked to observateurcontinental. fr available on the website whois.domaintools.com

The main registrant of this website is PTS Privacy and Trustee Services GmbH, a German
company, which — according to its corporate website — allows anyone to anonymously
register domain names.*® In practice, this means that the official owner of the domain name
“observateurcontinental fr" is supposed to be PTS Privacy and Trustee Services GmbH, acting
as a proxy for the true owner. However, the WHOIS data mentions a second organisation as
“technical contact”. The technical contact included in the WHOIS information is the person
responsible for technical details related to the domain name. Renewal information and other
technical notes will, for example, be redirected to this person's email.

%9 https://perma.cc/EDM4-W3N9
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nic-hdl: ICL23-FRNIC

type: ORGANIZATION

contact: Inforos Co., Ltd

address: Alex Kouchnir

address: 13-2 Krzhizhanovskogo st.
address: 117212 Moscow

country: RU

phons: +7.4857132411

e-mail: nic@inforos.ru

registrar: KEY-SYSTEMS GmbH
changed: 2019-04-04T02:02:28Z nic@nic.fr
anonymous: NO

obsoleted: NO

eligststus: not identified
reachststus: not identified

source: FRNIC

Figure 6 - WHOIS data in the “Tech-c section” linked to observateurcontinental.fr which is available on the website www.whois-
raynette. 0

Inforos Co., Ltd is an organisation that presents itself as a news agency based in Moscow.
lts main website contains articles both in Russian*! and in English.*?

On the Inforos.ru website, the Russian press agency indicates “7-2 Krzhizhanovskogo,
117218 Moscow" as a physical address and “+7 (495) 7188411" as phone number.*3 When
we compared this to the information included in the WHOIS from Observateurcontinental.fr,
we could see that the phone numbers are similar, and the physical addresses were very close.

For the physical address, we found however “13-2 Krzhizhanovskogo, 117218 Moscow" as
the official address for Inforos Co., Ltd (instead of 7-2) on several others websites compiling
information from official Russian Corporate Registries,* suggesting that the difference of
numbers (13-2 vs 7-2) is not really significant.

Coding of “ObservateurContinental.fr”

In order to attempt to confirm the links suggested by the WHOIS information, we explored
the source code of Observateurcontinental.fr to see if we could find specificities that could
link the website to other websites managed by InfoRos news agency.

“Ohttps://perma.cc/APN3-BMLN

L https://archive.is/djJ7Z

“2 https://archive.is/Pcpl2

“3 https://archive.is/2hkku

44 https://perma.cc/DEQ8-2F5J/https://perma.cc/FHJ3-ZYE2/ https://perma.cc/7FGE-BSGK
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4 D C A @ Notsecure | view-source:vww.observateurcontinental.fr
1| <1pocTYPE

2| <html>

3| <head>

4 <meta name="description” content='Observateur Continental' />

5 <meta name="keywords" content="Observateur Continental” />

1 <title> Observateur Continental</title>

7

8 <script type="text/javascript” src="/themes/absp/node modules/jgquery/dist/jguery.min.js"></script>
s <script type="text/javascript” src='/themes/absp/src/script.is'></script>

10 <link rel="stylesheet" type="text/css" href="/themes/absp/src/style.css">

" <meta charset="utf-8">

12 <meta name="viewport" content="width=device-width, initial-scale=1.0, maximum-scale=1.0">

13| </head>

14 | <body>

15| <div class="site-wrap">

1] <div class="site-head-tail">

7 <div class="top-links">

L] <div clas

1 <& href="https://wwa.facebook.com/Observateur-Continental-1366236293764476/" class="fab fa-facebook-f"></a>
20 <a href="https://twitter.com/ObsContinental” class="fab fa-twitter"></a>

21 <& href=

2 <a href=

2 <a href=

2 </div>

2

2 </div>

2 <div class="search-form">

2 | <form method="post" action="" class="site-form site-search form-noajax">

2 <input type="hidden" name="formid" value="c219Z51mb3]tLS1zaXR1LXN1YX]jaA==">

£

3 <div class="form-item el-name-query FOPMS-Dase-el==input">

2 <input type='text' placeholder='Recherche' class='search_text' required='required’' name='query' />
n </div>

£’ <button type="submit" class="fas fa-search submit-form"></button>

35

)

a7 | </Form>

1| <script type="text/javascript">

&

</script></div>

a <div class="site-head">

@ <div class="content">

@ <div class="globas">

“ <a class="1ogo" href="/"><img src="/themes/absp/imgs/logo.png"></a>
45 </div>

47 <span class="fas fa-bars open-menu"></span>
49 </div>

51 </div>
=2 <ul class="head-menu">

Figure 7 - Source code from ObservateurContinental. fr's main page™

We were able to identify distinctive labels on the search forms: “forms-base-el--input” . Using
the source code search engine from publicwww.com, we managed to find that this distinctive
code was only used on 243 other websites, almost all of them registered in Russia and in
the Russian language. There are only two noteworthy exceptions in this list:
Observateurcontinental.fr and oneworld.press.

45 https://web.archive.org/web/20200509125014/http://www.observateurcontinental fr/
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<Q Y Publicwww Examples Clusters Pricing 2 Profile

|forms-base-el--input" !

3 Need more results? Try intemnal pages search.
243 web pages in 0.00 s.

Rank url Snippets
6081881 @ nitps://rabslovo.ru/ m-item el-name-name forms-base-el--input"> <input type="text
8315895 @ https://infovologda.ru/ m-item el f b |-input’> <input type="text
14010 188 & hitps://infotambov.ru/ m-item el f b I-input"> <input type="text
14702 648 @ ntips:/igazeta-star.ru/ m-item el-name-name forms-base-el--input”> <input type="text
15690 776 @ nttps://infohabarovsk.ru/ m-item el-name-name forms-base-el--input"> <input type="text
19 627 884 ¢ https:/dobtrud.ru/ m-item el fe b I--input”> <input type="text
24229811 @ nitps://baltvedomosti.ru/ -item el-name-query forms-base-el--input"> <input type="text

26 379 102 @ ntps:/ivostregion.ru/ m-item el-name-name forms-base-el--input”> <input type="text
29143 988 & nitps:/infoya.ru/ m-item el-name-name forms-base-el--input"> <input type="text
30885214 (&) https://svetvestnik.ru/ m-item el fe b I--input"> <input type="text
>30M & hitps://infobira.ru/ m-item el f b I-input”> <input type="text
>30M @ nitps://infokatun.ru/ m-item el-name-name forms-base-el--input"> <input type="text
>30M @ nitps:/infovolhov.ru/ m-item el-name-name forms-base-el--input"> <input type="text
>30M ¢ https://infobaltica.ru/ m-item el fe b I--input"> <input type="text
>30M @ ntps://infopskov.ru/ m-item el me f b: I--input"> <input type="text
>30M @ nitps://infobelg.ru/ m-item el-name-name forms-base-el--input"> <input type="text
>30M @ nitps:/infoyug.ru/ m-item el-name-name forms-base-el--input"> <input type="text

“forms-base-el--input'|

[

3 Need more results? Try internal pages search.
243 web pages in 0.00 s.

Rank Url Snippets

>30M (& nttps://infoust-kamchatsk.ru/ m-item el-name-name forms-base-el--input"> <input type="text
>30M @ https://infoslavyansk-na-kubani.ru/ m-item el f b |--input"> <input type="text
>30M & hitps://infoabinsk ru/ m-item el-nam: f b I-input’> <input type="text
>30M @ nttps://infoejsk.ru/ m-item el-name-name forms-base-el--input”> <input type="text
>30M @ nhttps://infoapsheronsk.ru/ m-item el-name-name forms-base-el--input"> <input type="text
>30M @ https://osvod-crimea.ru/ m-item el-name-name forms-base-el--input”> <input type="text
>30M 4 ntips:/adijensk.ru/ m-item el-name-name forms-base-el--input’> <input type="text
>30M (4 https:/infoafipskiy.ru/ m-item el fi b I-input”> <input type="text
>30M 4 ntips://infojeleznogorsk.ru/ m-item el-name-name forms-base-el--input"> <input type="text
>30M @ nttps://infonazarovo.ru/ m-item el f b I--input"> <input type="text
>30M & https://infoparma.ru/ -item el-name-query forms-base-el--input"> <input type="text
>30M & https:/infoamursk.ru/ m-item el-name-name forms-base-el--input"> <input type="text
>30M (@ https://infoneziobnaya.ru/ m-item el fe b I--input"> <input type="text
>30M @ nttps://infotsiolkovskiy.ru/ m-item el-name-name forms-base-el--input"> <input type="text
>30M (@ https://voinskayaslava.ru/ m-item el-name-name forms-base-el--input"> <input type="text
>30M (&) http://oneworld.press/ I -item el-name-query forms-base-el--input"> <input type="text
>30M @ https://infotimashevsk.ru/ m-item el-name-name forms-base-el--input"> <input type="text
>30M I (@ nitp://observateurcontinental.fr/ I -item el-name-query forms-base-el--input"> <input type="text
>30M @ https://zatozelenogorsk.ru/ m-item el-name-name f b: I--input"> <input type="text

Figure 8 - Screenshots from the list of websites detected by PublicWWW as including the ‘forms-base-e/—input”

coade in their

A vast majority of the websites from this list appears to be Russian local media which often
have the same design and are openly managed by InfoRos. We took four of them as an

example:
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YYPEAMUTENM: lasera saperwcTpuposara 22042010 r. Mu NETY 78-00574,
AHO «Pegaxipn rasemsl «Pabouee cnosos, D 0@ CRYWELI Py B Chepe ceazn,
MO «l'opog M oo, 2 TRXHONOr Wit 1 A No.
Komurer no neuatn Nerusrpafcko o6nacti Carxr- Netep6ypry u Nenmsrpancko obnacTs.
Neper -c Anpec 187600, /i obnacr, r. Nk yn.
3a e wecer Pesman, 4
Boe pEKNaMUpYEMbIE TOBAPL! W YCIYTH NOMNENET CEPTUAUKALIMA 1 Inaswuik pepaxTop: (81366) 45-009
NALSHINDOBIHINO. E-mail: rabochee. slovo@mail.ru
MHeHnA ABTOPOB ¥ PEAKLIAN MOTYT HE COBNAAST. MoxasaTs Ganepo!
© 2012-:2020 erabslovo.rus
@ InfoRos

Figure 9 - Screenshot from the website rabslovo.ru with a clear InfoRos logo at the bottont®

0 8 riombytary
A4

| CHTYMUSS, CAOMIRANAH § PHIYITATE DN Y,
Catrnin cataoe
o

gl e S by
® NapTwepoi
faces  wrpuseiz  WEESEY siom rosoms

Haiua A A n MECTHAS
Boorza Fi Meraypeas AAJ s sy TASETA®

Figure 10 - Screenshot from the website infovologda.ru with a clear InfoRos logo at the bottont'’

“6 https://web.archive.org/web/20200502082922/https://rabslova.ru/
“7 https://web.archive.org/web/20200502082657/https://infovologda.ru/
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Y

Figure 11 - Screenshot from the website infoya.ru with a clear InfoRos logo at the botton™®

0 6 infobelgru

EPHAHCKINE KKBOKCEDHI ADTEM
O6NICTH YCTAMORAT NIMATHBIE TIETHKN B YECTD RETEPINOR MAIYCTHH 1 AneKCeR CXypaTon GyayT
i GoiHD noapHo- F4OCTBOBTH B NEPBEHCTBE POCCN

® MapTHepdt
W Amweoon:  Boeeea  Bim Bl
BEATOPOJCKOE HOBO€ nyro
BoAWARA  3HAMA BPEMS1 B Srries
FElsha W Cmsem CSTovan ENCTORN  &otopne

Haunu oneuarxy?

B
Crri+Enter

© permcTpaLpm CMM 311 NF BC XOLXXKXX, Beaano Geaepansiod cn

e XOOX XXXOO0ONC. ARDEC YHPEANTERN, KIAATENN, PEASKLIMM: 1
AAKTOPS XOOOOOXX

Mpasuna c

BAHHEPHBIE MECTA

Figure 12 - Screenshot from the website infobelg.ru with a clear InfoRos logo at the botton'®

Finally, an extra small detail also caught our attention: we noticed a folder called
‘gazetastar” in Observateurcontinental.fr's repository.

“8https://web.archive.org/web/20200502084851/https://infoya.ru/
“Shttps://web.archive.org/web/20200502085553/https://infobelg.ru/
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4 D C A @ Notsecure | observateurcontinental.fr/media/

Index of /media

Name Last modified Size Description

Parent Directory. -
4-65 jpeg 2020-04-28 13:40 23K

945 jpg 2019-05-16 14:11 50K
anna 2020-05-04 17:01 -
anna 2019-05-23 08:44 -
backup/ 2019-04-26 13:30 -
balloons-874838_1280 > 2019-03-18 10:48 49K
bundeshaus-1432221_1.> 2019-03-18 10:44 50K

2010-05-1610:57 -
kav/ 2019-05-16 09:37 -
map.png 2019-03-22 15:17 26K
mcith/ 2019-05-16 14:11 -
moderator/ 2019-05-23 12:11 -
volodina 2020-05-08 15:47 -

Figure 13 - Screenshot from Observateurcontinental.fr's repas/z‘orym

We found exactly the same mention multiple times on oneworld.press’s repository with also
a direct mention of InfoRos in an image file, linking the foreign website directly to the Russian
news agency.

4 C A @ Notsecure | oneworld.press/media/
Index of /media

Name Last modified Size Description

Parent Directory, -
Llipg 2019-07-03 10:21 19K

2ipe 2019-07-03 10:21 9.1K
3ipe 2019-07-03 10:21 4.1K
3ipeipe 2019-07-03 10:21 40K
4ipe 2019-07-03 10:21 22K
1lipe 2019-07-03 10:21 9.6K
12pe 2019-07-03 10:21 13K
13.ipe 2019-07-03 10:21 15K
14pe 2019-07-03 10:21 9.6K

11iShojpe  2019-07-03 10:21 39K
Penguinsjpg 20190805 1020 61K

backup/ 2019-08-120823 -
banners/ 2019-08-050635 -
cLIPG 2019-07-03 1021 26K

2019-08-0507:30 -
images’ 2019-08-05 07:43

2019-07-03 10:21 5.2K
‘masim 2020-02:2605:31 -

meith/ 2019-08-05 10:20

moderator/ 2020-05-10 03:31 -
plipg 2019-07-03 10:21 49K
paradshoijpg  2019-07-03 10:21 377K
seript js 2019-07-03 10:21 106K
system.css 2019-07-03 10:21 5.1K
tmp/ 2019-08-05 07:44

Apache Server at oneworld press Port 80

Figure 14 - Screenshat from oneworld press's fE'pU.S‘/'Z‘Df}/El

This mention of “Gazeta-star” is relevant as “gazeta-star.ru” is a website that has the same
specific coding as both websites and is openly managed by InfoRos.

50 https://perma.cc/HE4AW-VFAM
51 https://web.archive.org/web/20200510105754/http://oneworld.press/media/
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Figure 156 - Screenshot from the website gazeta-star.ru with a mention of InfoRos in Russian at the bottom?

Eventually, when randomly searching for URLs that do not retrieve an article, Observateur
Continental returns an error page, indicating the article is not available. It is noticeable that
this indication is written in Russian.

w

/N observateur
."*‘ \/ continental
ACCUEIL POLITIQUE MONDE ECONOMIE DEFENSE SOCIETE INSOLITE

I CrtpaHuua He HailneHa. MonpobyiiTe BOCNONb30BATLCA MOUCKOM. I

ACTUALITES

Mort d'un premier enfant atteint
d'une forme proche de la
maladie de Kawasaki

15MAI2020

La Commission EU prépare
I'ouverture des frontiéres avec
tragage

14 MAI 2020

Facebook va donner 52 M$ a
ses modérateurs de contenus
traumatisés

1ama12000

Figure 16 - Screenshat from an error page of Observateur Continental. The Russian sentence says "Page not found. Try using the
search™®’

2https://web.archive.org/web/20200502083255/https://gazeta-star.ru/
5 https://perma.cc/Q4DB-TQD7
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In addition to the WHOIS information from observateurcontinental.fr, which already
suggested a technical link between the French website and InfoRos, as previously explained
there were also now some strong specific similarities in terms of architecture and “source
code". This makes it extremely likely that Observateur Continental's website was built by an
individual or an organisation which also took care of the creation of multiple InfoRos' local
websites.

b) Human evidence of a link between Observateur Continental and InfoRos

Observateur Continental published one of its first articles on April 41" 2019. The post is an
interview from a former French army General, Dominique Delawarde, about the situation in
Venezuela. Strangely, the article's introduction says that the former French General is going
0 “talk to us about the giant power cut in Venezuela". Or, if “us” is supposed to represent
Observateur Continental, InfoRos is stated as the interviewer in the article.

4 ‘ /™ observateur
."* %/ continental

ACCUEIL POLITIQUE MONDE ECONOMIE DEFENSE SOCIETE INSOLITE

ACTUALITES

Maduro est la victime d'une opération préméditée
depuis longtemps de "regime change" Maire de Chicago: e risque de
contamination par le Covid-19 est
S N ik plus élevé parmi les Afro-
Américains

Les Etats-Unis meénent des
opérations secrétes en Allemagne

Lavion de chasse russe Su-57
démontre sa maniabilité

exceptionnelle
10avRL 2020
Le Général frangais (25) Domini igue Delawarde - of « : Lhorloge atomique a confirmé
19» 3 'Erat- malov expertde la g & nous parle de
la coupure de courant géante v ézuela quil associe & une révolution de couleur. Thypothése d'Einstein
s e o o cecouamas vz
Bernie
Général (25) Dominique Delawarde : Ls coupure de courant au Vénézuéla 3 éép s
des ingérences étrangéres quelles soient dordre numérique, électronique, plutét que par e gowememem ders stoppe sa campagne
lui- memeq nen a aucun intérét. Dans ce genre eaaffa ire il faut se oemander 3 qui profite ce genre. 2AvRL 2020
M. Maduro estla pé prémiditée depuis “regime change”
Toutes les actualités
nﬂ Une guerre de couleur ?
- ¢ Qbservateur Continental

Général (25) Dominique Delawarde : Oui, bien sir. Les méthodes sont exactement les mémes. Ce genre de
révolution de couleur on fa connue dans de nombreux pays.

Figure 17 - screenshot from an ObservateurContinental r's interview where the interviewer is named InfoRos™

Digging deeper, we found that interview was in fact a translation from Russian to French of
an interview that the same retired general gave two weeks before (on March 20", 2019) to
Inforos.ru.

% https://perma.cc/PCL8-ENJV
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Ara unsneme

Figure 18 - screenshot from the original interview of Dominique Delawarde in Russian made by InfoRos. n®

Moreover, in the first articles published on Observateur Continental, we also found a piece
wrote by Olivier Renault, a regular contributor to the website, claiming that the “the German
government protects the accomplice of the terrorist who attacked the Berlin's Christmas

market on December 2016" (10 April 2019).

/™ observateur

* \./ continental

Le gouvernement allemand protége le complice du
terroriste du marché de Noél

Focus a publié le 22 février demier des éléments de preuves sur limplication de IEtat allemand pour

protéger, Bilal Ben Ammar, un complice du terroriste, Anis Amri, du marché de No! e Berlin qui a foncé le
19 gécembre 2016 dans Ia foule avec un camion-bélier en tuant 12 personnes et blessant plus de
cinquantes autres. Les députés de fopposition au Bundestag réclament des explications au gouvemement
dautant plus que le complice du terroriste serait un agent secret marocain.

Bilal Ben Ammar, le complice, protégé par Berlin. Un jour avant [attentat du marché de Noél Bilal Ben Ammar

qui it des voyages en Libye en guerre, a rencontré Anis Amri et Ia, comme le montre une vidéo de caméra

surveillance, aidé 3 Senfuir du marché en assommam avec un bout de bois une personne-toujours dans le

coma aujourd'hui- qui retenait, Amri, existence d'un mail
le

en date du 28 décembre 2016 3

dans lequel les
ministére de IIntérieur de Berlin d'alors expnmem leur intérét & ce que 1a déportation de Bilal Ben Ammar en
direction e la Tunisie se déroule avec succés. Thomas de Maiziére, déj3 impliqué dans la suppression

déléments de pr des cas de pédop! pliquant des magistrats du temps ol il était ministre du

ACTUALITES

Le FBI révéle accidentellement le
nom d'un responsable du 11
septembre

1aMAI2020

Les Etats-Unis ont interrompu les
eessais cliniques du remdesivir
contre le Covid-19

1amai2020

Marine Le Pen: «'Union
‘européenne nest pas 'Europe»

13Ma12020

Stoltenberg explique pourquoi
I'Otan ne renoncerait pas aux
armes nucléaires

12ma12020

Le festival de Cannes est
officiellement annulé

11Mai2020

Toutes les actualités

Figure 19 - screenshot of the article from Olivier Renault about the Berlin terror attack on Observateur Continen tal®

5 https://web.archive.org/web/20190322235002/http://inforos.ru/ru/?module=news&action=view&id=87915

S6https://perma.cc/W9Y7-BFRU
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It appeared that, once again, the article had been first published (with Olivier Renault as an
author) on the Russian version of the InfoRos website six weeks earlier on February 26,
20189.

@ InfoRos - ——— g O
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Figure 20 - screenshot of the original article in Russian from Olivier Renault about the Berlin terror attack, which was published first
on Inforos.r””

Observateur Continental also published an interview of the French activist Pierre Cassen
with a wrong title and InfoRos as the name of the interviewer on April 10™" 2019. Afterwards,
the same interview was republished the exact same day with a correct title and Observateur
Continental as the name of the interviewer instead of InfoRos. Until now, both articles (the
good one and the incorrect one) are still online on Observateur Continental.

https://web.archive.org/web/20190303125935/http://inforos.ru/ru/?module=news&action=view&id=86496
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Figure 21 - On fhe left, screenshot from the interview with the wrong title and InfoRos as interviewer’®. On the right, the same
Iinterview with the good title and OBSERVATEUR CONTINENTAL as intervie wer”.

Furthermore, we discovered that the original interview was published on March 13" 2019
by Olivier Renault on the French controversial alternative website ripostelaique.com, but also

in Russian, on the same day, by InfoRos.
@’InfoRos o P
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Figure 22 - On the left, screenshot of the interview published on March 13th, 2019 on ripostelaigue.com by Olivier Renault. 50 0n the
61

right, the same interview posted the same day on inforos.ru.

As you can see with these examples, there are multiple human traces that strength the
hidden technical links between InfoRos and Observateur Continental. It also seems there is
a confusion between some articles written by Observateur Continental and original stories
from InfoRos. We found multiple occurrences where the content from QObservateur

% https://perma.cc/88VA-DQR7
5 https://perma.cc/8PUJ-KDTN
60 https://perma.cc/LF3B-3KLN
8Ihttps://web.archive.org/web/20190322234712/http://inforos.ru/ru/?module=news&action=view&id=87406
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Continental is simply a translation of articles published by the Russian media InfoRos,
without any mention of the original source. So, what exactly is InfoRos?

3) What is InfoRos?

On its English-speaking Facebook page,®? InfoRos claims to be a “website (...) dedicated to
a wide range of topical issues of political, economic and socio-cultural life in Russia and CIS
countries”.

However, as explained in previous sections, InfoRos hides its links to Observateur
Continental, a website that spreads disinformation items in France. This tends to raise a lot
of questions around the real scope of activities from this Russian press agency.

In this section, we will look into what InfoRos is by going through some of our OSINT findings
and looking at the possible links between this media outlet and the Russian state, which has
been exposed in the past by other organisations.

On InfoRos' servers, we were able to find many local news websites aimed at regional Russian
audiences. But, at the same time, in a sharp contrast, there were for example some English-
written partisan websites that "denounce the genocide in Ossetia by Georgian army” or
promote “the role of Russia as a force for peace”.

169 genocide-in-ossetia.com
ComainRank;

Name szrverd nsl.inforos.ru Fed by 813 domains uszd by §13 domaing)
Mail szrvers: home.mToros.ru (ussd by 418 domains

12v4 91.109.201.210 (used by 374 domaing)
Google Analytics 1D: ua-3053052 (used by 1 domain)

Figure 23 - screenshot from ONSlytics platform showing that the website “genocide-in-0ssetia. com® is hosted on Inforos’s servers.

76 [ rssianpeacekeepercom
ComainRank: 0.8/10
Name servers 913 domaing used by §13 domaing)
Mail zervers: home.nforos.ru (ussd by 418 domains

174 91.109.201.210 (uzed by 374 domaing)
russianpeacekeeper (found 2 exact matchzd domains on different TLDs

Figure 24 - screenshot from DNSlytics platform showing that the website ‘russianpeacekeeper.com " s hosted on Inforos’ servers

62 https://perma.cc/2YCS-8RIP
83 https://perma.cc/6S4Z-68CH
64 https://perma.cc/5ZHZ-G2HF
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During our investigation, we were able to consult public contracts attributed to InfoRos.5°
According to this data, InfoRos has benefited multiple times from contracts linked to Russian
authorities. For example:
e Acontract awarded by the Russian Foreign Affairs ministry to develop and manage a
website on a theme of interest for the Russian state (e.g. BRICS).®
e Acontract awarded by the think tank InterAffairs (linked to the Russian Foreign Affairs
Ministry®”) to organise an international conference on information and cybersecurity
in Germany.58
e A contract awarded by the Moscow government to maintain websites and conduct
opinion polls.®

We looked further into the physical address associated with InfoRos in the WHOIS
information for “observateurcontinental fi" and on Russian business registers (Ulitsa
Krzhizhanovskogo 13, corpus 2, Moscow, Russia 117218). We noticed the building at this
address has externals signs pointing to the Russkyi Mir Foundation.”

1

Figure 25 - Photo of the entrance of the building located at the 13/2 Krzhizhanovskogo, Moscow, which InfoRos has registered as
its official address’ . A Russkiy Mir Foundation sign can also be seen. We did not find any other distinctive signs at this address.

85 https://perma.cc/XXV8-4RWH

86 https://perma.cc/RJ40-N52F/https://perma.cc/YX6B-COKB

67 https://perma.cc/7CJT-PTKD

88 https://perma.cc/PH3W-3HU6/https://perma.cc/DAL8-WBTQ/https://perma.cc/7DL5-ZPIR
89 https://perma.cc/ZDV8-V2NB/ https://perma.cc/382H-HD7Z

70 https://perma.cc/B3YB-Y34G

"1 https://perma.cc/DEQ8-2F5J/https://perma.cc/FHJ3-ZYE2/ https://perma.cc/7FGE-BSGK
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Founded in 2007 by Vladimir Putin, the Russkiy Mir Foundation is a state-sponsored
organisation that aims to promote the Russian language and culture all over the world. A
useful soft power instrument of the Russian state, the foundation has been accused of being
a part of a more aggressive strategy of influence and information operations, especially
targeting ethnic Russian minorities in neighbouring countries.”

Moreover, there are reports from other organisations suggesting ties between InfoRos and
the Russian state in the field of information operations. On December 28 2018, the
Washington Post published an article about the expansion of the GRU's activities (Russia's
military intelligence agency) against the West, in particular in the cyberspace. Based on the
testimony of “Western intelligence officials who spoke on the condition of anonymity”, the
article namely designated InfoRos and another organisation, the Institute of Russian
Diaspora’®, as “front organisations” for the GRU unit 54777, also known as the 72" Special
Service Center.

Europe.

How Russia’s military intelligence agency became the covert
muscle in Putin’s duels with the West

The Washington Post. LIVE

CORONAVIRUS

Figure 26 - Screenshot from the article about the GRU's increasing infaps published by the Washington Post on 28th December,
2018"

The intelligence officers who spoke to the US media described the GRU Unit 54777 as "the
center of the Russian military's psychological-warfare capability”. The article mentions an
alleged appeal launched at the beginning of the Ukrainian crisis by both InfoRos and the
Institute of the Russian Diaspora, “purportedly on behalf of Russian organisations in Ukraine,
calling on Putin to intervene in the brewing crisis,” which was an example of “information
operation”.

72 See p.22 in this White Paper from the US DoD https://perma.cc/2WJA-YL2Y / https://globalinterests.org/wp-
content/uploads/2015/05/FINAL-CGI_Russian-World_Marlene-Laruelle.pdfhttps://perma.cc/W3NF-ZBPE/ /
https://perma.cc/4ENG-WV2Z

73 See the website russkie.org, also hosted on InfoRos servers https://perma.cc/5CG8-ACD2

74 https://www.washingtonpost.com/world/europe/how-russias-military-intelligence-agency-became-the-covert-muscle-in-putins-
duels-with-the-west/2018/12/27/2736bbe2-fb2d-11e8-8c9a-860ce2a8148f story.html




‘\

( EU DIS[NFO@

On November 2019, the FSI Stanford released a report titled “Potemkin Pages & Personas:
Assessing GRU Online Operations, 2014-2019"7° A section of the study is dedicated to the
information operation called “Victory for Peace” This Russian information operation
consisted of “supporting and defending pro-Russian and pro-Soviet narratives of the war" in
the run-up to the 70th anniversary of the Allied victory in World War Il. This involved the
publication of articles on a website (“victoryforpeace.ru"), which was openly managed by
InfoRos, and included activities around a Facebook Page (“Victory for Peace"). According to
the Stanford Internet Observatory's report, Facebook attributed the “Victory for Peace”
Facebook page to the GRU's operations when the US company removed it on April 28™2015.

Our investigation does not give definitive answers to the questions raised around the real
activities led by InfoRos. Still, by showing how the Russian press agency is secretly tied to
a website that spreads disinformation and pro-Russian narratives in France, we once again
shed a light on this Russian actor. InfoRos is evalving in a shady grey zone, where regular
information activities are mixed with more controversial actions that could be quite possibly
linked to the Russian state's information operations.

4) Oneworld.press

During our investigation, we found another website in the same network, which was oriented
towards propagating information outside Russia: oneworld.press.

Politics Economy Defence Society Regions News Multimedia Aboutus Contacts Q search

Hitchens The COVID-19
3 Pandemic As An
This is amessage to people
‘e:erz:/rlev'e“}:‘md your Mr Hitchens. E;#ggﬁg:m Self-
Holding Syrian

By kevn smin E
Citizens Prisoner

10 May 2020 During COVID-19
And Turning Them
Into Mercenaries

Kyrgyzstan to ease coronavirus
restrictions

The Hybrid War On
Venezuela Moves To
A New Stage of
Aggression

The US' Al-Rukhban
Camp In Syria Is

Iﬁ Ja’pa’n’,‘wond's longest-running TV
cartoon show switches to re-runs as
COVID-19 Might Cause Mass The Meeting At The Elbe: When EIILITINE S LRI
Starvation In The Global South Americans, Russians, And
Unless The World Acts Now Europeans Were Friends

Figure 27 - Screenshot of the main page of the website onewolrd, press7 b

75 See Victory for Peace and InfoRos (p 43-51), https://fsi-live.s3.us-west-1.amazonaws.com/s3fs-public/potemkin-pages-

persanas-sio-wp.pdf
76 https://perma.cc/HS86-8J2E
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With the noteworthy exception of the WHOIS information, we identified similar technical
gvidences (coding and website repository), linking both One World and Observateur
Continental to InfoRos.

On Oneworld.press's media directory, the evidence is even stronger: this directory contains
an image of the InfoRos logo but also multiple PDF copies of what seems to be the printed
edition of the Russian local media “Gazeta-star”. As we have previously showed in this report,
the “Gazeta-star” is publicly connected to InfoRos.

(n] @ web.archive.org/web/20200430122858/http://oneworld.press/media/gazetastar/
PR
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Figure 28 - Screenshut of oneworld press’s repositary where you can find copies of the Gazeta-Star newspaper in POF”
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Figure 29 - Screenshots of two capies of the Gazeta-Star newspaper in PDF which are available on oneworld press’s repositor) 479

77https://web.archive.org/web/20200430122858/http://oneworld.press/media/gazetastar/
78https://web.archive.org/web/20200510112049/http://oneworld.press/media/gazetastar/15 12.04.18.compressed.pdf
7Shttps://web.archive.org/web/20200510111428/http://oneworld.press/media/gazetastar/14 05.04.18.compressed.pdf
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We also found another extremely specific piece of code “anonseslistblock” on One World's
website, which only elsewhere appears on Russian websites openly managed by InfoRos.

c 0 @ Notsecure | view-sourceonewordpress nonseslstock [ o |

1 Need more results? Try intemal pages search. [ XESEem)

T i Lo Lo e

<sain

Rank unl Snippets
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<@ hret"r >30M @ htps:/finitsiativakrim ru/ > <div class="block anonseslistblock sidebar news anonse
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eSS sai/as >30M @ hitps /finfoafipskiy ru/ 4100 <div dlass="anonseslistblock eventslist news ano
— PP >30M @ https/finfoparma ru/ > <div class="block anonseslistblock in-front arlices a
= oo >30M  https/Ivoinskayaslava ru/ lass="articles-fist anonseslistblock infront articles an
= >30M  hitp://oneworld press/ > <div class="block anonseslistblock-rigth-sidebar art
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Figure 30 — On the left, screenshot of the source code of “oneworld press” mentioning InfoRos. On the right, an extract from
publicwww showing a list of Russian websites apenly managed by InfoRos and oneworld press containing ‘anonseslistblock” in their
source codes.

Presenting itself as a “think-tank", a “non-profit start-up” and a “media outlet”, One World
has already been exposed by EUvsDisinfo as a “Moscow-based disinformation outlet".°
However, according to our research, we did not find any report covering the link between One
World and the Russian press agency InfoRos — something which reinforces the questions
around this “small Russian English-speaking outlet” and InfoRos.

Politics Economy Defence Society Regions News Multimedia Aboutus Contacts Q search
Top stories
About us
The COVID-19
Welcome to OneWorld, a new analytical and non-profit start-up. Our media outlet aims to connect people E%Rgﬁ?rﬁ:ﬁ? IS\QIL
from all across the world who share the same interest in international events. Reflection
We don't have any "political correctness” or agenda, and we actually encourage constructive and The Hybrid War On
respectfully expressed criticism of anyone and anything. Xe'\rl\:;ugtl:gl\gogfes To
} Aggression
We are looking to recruit more writers, with a preference for those who already have their own blogs or
partner sites. If you're interested in contributing ~800-word analyses and ideally meet the criteria of Ehe U?' g"R_UkIhban
amp In Syria Is
already having your own blog or reliable partner site, please send us an email at info@oneworld.press Holdi?lg Sy)ll'ian
Citizens Prisoner
Thank you for your interest in our project and please make sure to follow us on social media as we grow. During COVID-19
And Turning Them

IESE =N Into Mercenaries
Figure 31 - Screenshat of the “About Us” section on the website aneworld. /7/’6’5‘58 .

80 https://euvsdisinfo.eu/one-world-one-author-one-chain-of-command/
81 https://perma.cc/V5C3-G2D6
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The "About Us" section of One World is fairly similar to what can be read on Observateur
Continental's website. The organisation does not display any clear affiliation and presents
itself as a “non-profit” organisation without “any agenda".8? As for Observateur Continental,
One World also welcomes articles from external contributors. These similarities might
suggest a pattern in terms of the strategies deployed both by One World and Observateur
Continental to amplify content from local actors.
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Pandemic As An
Invitation For Self-

The Hybrid War On
Venezuela Moves To
ANew Stage of
Aggression
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The US' Al-Rukhban
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International Free Press.
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S\ ]
7
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lert message, Britain's
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I
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search
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Figure 32 - Screenshat from part of the list of partners displayed on oneworld, pfess”

As mentioned by the report from EUvsDisinfo,® the One World site contains a wide list of
“partner blogs" that significantly amplify the content produced by the small media outlet.®®
Interestingly, as we will see in the amplification part of this report, at least two of One
World's partners (Global Research and Réseau International) also reproduce content from
Observateur Continental on an extremely regular basis. They widely contribute to the
amplification of the French website's stories, which does not appear for now to be followed
by a very large French-speaking audience. Therefore, as for One World, the outreach of
Observateur Continental strongly depends on external actors and at least some of them are
common amplification channels for both websites.

Similarly to what we will later see with Observateur Continental, One World also uses
Facebook advertisements to reach a wider audience.

82 ObservateurContinental.fr describes itself as “an independent non-profit organisation”

83 https://perma.cc/bRQ9-WGEG

84 https://euvsdisinfo.eu/one-world-one-author-one-chain-of-command/

8 The EUvsDisinfo report shows for example how “4n article of the 12 November 2019 on One World is reproduced at Canadian
Global Research the same day, US registered, French language Réseau International on the 13"
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Where This Ad Was Shown
@ ©ne World Data About This Ad
Sponsored
N This data only updates as long as the ad is active 0
"Chi Indian relations are ing after reckless by the latter's Sindh - 18%
media and officials, proving that ties between the two Asian Great Powers are much ® Inactive ©
shakier than either side publi.cl‘y acknowledges and thus raising the risk that Sep 15, 2019 - Sep 16, 2019 Islamabad Capital Terrtory - 16%
President Xi's unconfirmed visit to the South Asian state next month might not 4530:
happen at all if this worrying trend isn't reversed.” rnyver rakunkow a [ 14+
© Amount spent (USD): <$100 &
O htpy press/? i id=1056 ©® Impressions: 2K - 3K © Baccnistan ] 2%

Azatkashme [ 2%
Who Was Shown This Ad
These values are estimated cigi-Bastan | 1%

Age and Gender
ederaly Administered Tibal | <1%
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chonBui | <1%
18% ™ [

[ | I Bucnarest | <1
Figure 33 - Screenshot of a Facebook adds from One World targeting India

Finally, Andrew Korybko, who was identified as the main contributor of One World by
EUvsDisinfo's report, also wrote at least 54 articles for the English version of InfoRos.ru.

“Andrew Korybko" site-inforos.ru X 4 Q

Q Tous [ Images @ Actuaités [ Vidéos O Shopping  § Plus. Paramétres  Outils

Merkel: Narrative of Weakness / News / News agency Inforos
11.09.2018 18:55 Andrew Korybko, poitical analyst. Merke!: Narrative of Weakness. Context
All of Europe seems to be talking about the German govemment's

inforos.ru» ..~ Traduire cette page
“Deep State” Goes “Steady” / News / News agency Inforos

06.09.2018 16:32 Andrew Korybko, political analyst. “Deep State” Goes “Steady”. Context: A
supposedly anonymous high-ranking member of the Trump

inforos.ru» . ~ Traduire cette page
Track Il Diplomacy: The End Of It? / News / News agency Inforos
13.08.2018 18:12 Andrew Korybko, political analyst. Track Il Diplomacy: The End Of It?
Context: Putin still plans to take part in G20 emergency summit.

inforos.ru ... ~ Traduire cette page
Five Underreported Initiatives That Change The World / News .

21.06.2018 14:08 Andrew Korybko, political analyst. Five Underreported Initiatives That
Change The World. Context: The Pacific Alliance, Three Seas Initiative,

Images correspondant a "Andrew Korybko" site:inforos.ru

= Plus dimages pour "Andrew Korybko" site:inforos.ru Signaler des images inappropriées

Afin d'afficher les résuitats les plus pertinents, nous avons omis queigues entrées qui sont
trés similaires aux 60 entrées actuelles.
Sivous le souhaitez, vous pouvez relancer ia recherche pour inciure les résultats omis.

<G ogle

Précédent 123458

Figure 34 - Screenshot of the Google search which shows that Andrew Korybko signed at least 54 articles for InfoRos.r/f®

8 https://perma.cc/XJBL-ZTBM
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V. Authors of Observateur Continental

From our analysis of the articles from Observateur Continental, we identified two regular
contributors: Olivier Renault (60 articles®”) and Mikhail Gamandyi-Egorov (54 articles®®).

A deeper look into their activities showed us that these two men have clear links to Russian-
state media (e.g. both were regular contributors for Sputnik) and have witnessed their
publications shared by a global network of alternative media outlets for years. While Olivier
Renault is clearly identifiable as an “independent French journalist based in Russia”, the
profile of Mikhail Gamandyi-Egorov is more complex. He occupied multiple functions
(journalist, analyst, businessman...) and presents himself as “a promoter of Russia-Africa
relations”.

1) Olivier Renault

On his LinkedIn page, Olivier Renault presents himself as a “freelance journalist” based in
Russia.

I & Message H More...

Olivier Renault ) freetance
Mediadesign - Hochschule fir
Design und Informatik

Journaliste chez free-lance
Russian Federation - 63 connections - Contact info

Figure 35 - Screenshat of Olivier Renault's Linkedin account

According to his personal website, he wrote articles on a regular basis for Russian state
media outlets in French and German until 2015 (La Voix de /a Russie, Stimme Russlands).®
Then, he also worked regularly for the pro-Russian media Novorossia Toaay, which is based
in Donetsk (Ukraine).

87 https://perma.cc/4SPT-8YUN
8 https://perma.cc/bUHX-37UP
8 https://perma.cc/6PWL-08VE
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W NRT24 choixdelarédaction Novorossia Monde Ukraine Analyses Economie Point devue

wy fo O G D olivier renaul it Q

Olivier Renault D\R A
- LIvE AEN0BOIA NOPTAN

nognuincb

t.me/dnr_live

4janvier  Le mouvement des 29 décembre Billy Six dans I'enfer noanucatbea <4

2019 Gilets jaunes ne 2018 des gedles
risque-t-il pas de virer vénézuéliennes
vers un Euromaidan... encourt une peine de 28...

© 5482 © 1900

KaHan Telﬁm
t.me/OD_SD @

Dernieres publications

Donbass commémore le
3septembre premier anniversaire de la mort
01:41 d'Alexandre Zakhartchenko ®
4131

25a00t  Le patron des services 18ac0t  Sensation:le
2018 secrets allemands a 2018 président russe sur
conseillé Frauke Petry I"échiquier européen
de I'AfD de Vienne a Berlin Le mvthe des iumeaux

Figure 36 - Screenshot of Olivier Renault's author page on NRT24%

Olivier Renault also claims to have worked in the past for the controversial German media
Junge Freiheit®* the French media Rue89 and gave interviews for the Iranian state media
Press TV*2. During our investigation, we noticed he is also a contributor for the controversial
alternative media Rjposte Laigue®® something which could explain why /nfoRos/Observateur
Continental interviewed the founder of this movement in 2018. His author pages on
reseauinternational.net® and mondialisation.ca® reveal that he has published 82 of his
articles on the French conspiracy website and 21 of his articles on the Canadian one,
respectively.

A Google search shows that he wrote at least 4 articles for the Russian website of InfoRos
from February to May 2019% - at the time when Observateur Continental was launched.

%0 https://perma.cc/XP4T-DP57
%1 https://perma.cc/WJ4V-BUSH
92 https://perma.cc/Y3HL-VVDL

9 https://perma.cc/DG3S-CM2U
% https://perma.cc/B492-SQUG
% https://perma.cc/QZR8-HPZN
% https://perma.cc/8NBH-85VJ
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GO Og|e site:inforos.ru "Onuese Pero” X Q

Qal Bimages © News [ videos @ Maps i More Settings  Tools

About 4 results (0.23 seconds

Images for site:inforos.ru "Onuese PeHo"

> More images for site:inforos.ru "Onusse Pexo” Report images

inforos.ru > ... ¥ Translate this page

dpaHuy3ckue MycynbmaHe Bnepeble ayT B EBponapnamenT ...
24.05.2019 18:13 Onuebe PeHo, xypHanucT (DpaHuus). paHUysckue MycynbMaHe Bnepesie
uayT 8 EBponapnameHT. KOHTEXCT: SCTOHUA: HOCTaNLINA No

inforos.ru s ... ¥ Translate this page

MpaeuTenscTeo Mepmanum 3awmwaet coobuHuka .. - Mudopoc
26.02.2019 13:37 Onuebe PeHo, xypHanucT (Opanuus). MpasutenscTeo Mepmanum sawmwaer
TEpaKT Ha ...

inforos.ru » .. - Translate this page
MonkoeHUK ®paHcya-Pexu Jlerpue: «kakoea rnaeHas 3agava ..

22.02.2019 17:57 Onuebe PeHo, xypHanucT (OpaHuus). Monkosruk ®paxcya- Pexu Nerpue:
«KaKoBa rnasHas sanada? Yuuutoxute UMAMN unu caepxats Upas .

inforos.ru s ... v Translate this page

Kypabl oTka3biBawTCA ocBoboxaate doeeukos UM / HosocTu ...
Kypabi 1] Wr. 26.02.2019 15:47 Onuebe PeHo, xXypHanucT
(®paHums). Kypasi ot b wur.

Figure 37 - Screenshot from a Google query showing that “Olivier Renault” (in Russian) is mentioned 4 times on Inforos.u.  We
manually confirmed that the 4 results were linked to articles he wrote for InfoRos.

On his former professional Facebook page, his profile picture seems to match the design of
a Russian professional press card,% openly showing some of his links to Russia. However,
despite this transparency, we could not find any mention of his affiliation to Observateur
Continental or his connection with InfoRos.

2) Mikhail Gamandyi-Egorov

The other main contributor of Observateur Continental is Mikhail Gamandiy-Egorov. Former
student at the Sorbonne University in Paris, he worked mostly as an interpreter and
communication officer for political or private entities during the first part of his career in
Moscow. Then, he occupied the position of columnist and analyst for La Voix de la Russie,
which became later Sputnik France, from September 2012 to December 2018.%°

7 https://perma.cc/XP4T-DP57
% https://perma.cc/H3KB-RGIE
% https://perma.cc/9RSL-45LT




( EU D[SINFO@

Mikhail Gamandiy-Egorov -

Entrepreneur. Dipldmé de 'Université Paris-Sorbonne. Interpréte professionnel. Grand partisen
du partenariat Afrique-Russie. Animateur du blog L'Axe Afrique-Russie

Figure 38 - Screenshat from Mikhail Gamandiy-Egorov's author page which is Still available on Sputnik France's website

In parallel, he undertook a short mission for the Skolkovo Foundation (from December 2013
to March 2014) and founded BRICS Dream,*® an organisation focused on solidifying the
relations between BRICS countries, which was active from November 2014 to August 2017.
According to his LinkedIn profile and his personal blog, he is now a “Journalist for Observateur
Continental” and Director of the Afro-Wave Agency, a PR agency based in Rabat, Morocco. He
has also been presented as “Analyst-columnist for the agency Observateur-Continental' by
some Iranian State media, for which he has been a regular interviewee. %!

O 4 Grille de programme  [JPressTVEnDirect Q
INFOS - IRAN LECHOIXDELAREDACTION VIDEOS EMISSIONS - English

0 Golfe Persique: que signifie la
O transformation de la base
e franc;alse en un QG contre I Iran7

LINFO EN CONTINU
i raven

00 @9

rak: AN ahASEaE M3t a3 IMprenaRE

Gotfe Swague: sue wgrife e tenafometon da e Seae frenzene an OG erzrerien?

Jeudi, une porte-parole du ministére francais des Armées a déclaré
que son pays allait déployer le mois prochain une frégate dans le
golfe Persique.

Su-35 “iranien’: de quoi a peu le Pentagone?

Figure 39 - Screenshot from a PressTV article presenting Mikhail Gamandiy-Egorov as “Analyst-columnist for Observateur”

100 https://perma.cc/SF393-7SVH

101 https://perma.cc/Y3F9-TV7Z/ https://perma.cc/ZD98-96GU/ https://perma.cc/G47E-D6L4/ https://perma.cc/3N5U-NGR6/

https://perma.cc/4536-RIL6
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Going further in our investigation on Mikhail Gamandiy-Egorov, we discovered that he has also
been regularly quoted or published by several other alternative and thematic websites
(Mondialisation.ca,*%? Palestine-solidarité.org,*® revuemethode.org,*% and
lesmoutonsenrages.fri®%).

V. Sources and Amplification: Clusters

1) Social media accounts and ads

Observateur Continental manages a Facebook Page currently followed by more than 11k
users, which was create‘d'in July 2019.

.‘,.

& ° Y5O observateur continental

Observateur ’

Continental

Accueil Plateforme dédiée aux chroniqueurs et analystes du monde

Publications
1k Jaime A Partager ¢ Suggérer des modifications =+« Q Envoyer un message

Avis

Photos -

. Publications Site web d'actualités

A propos

A Observateur Continental

Communauté ‘ 1h-6 Communauté Voir tout

Gloupes L'Allemagne reconnait sa culpabilité pour la Guerre et 'Holocauste, W 11204 personnes aiment ca
mais que cache cette publication résonnante X

) . o B 2\ 11276 personnes suivent ce lieu
A quelques jours de la Journée de la Victoire, le ministre allemand des
Affaires étrangéres Heiko Maas et I'historien Andreas Wirsching ont .

. o A Propos Voir tout

publié dans le magazine Der Spiegel un article & l'occasion du 75e
anniversaire de la capnulaiion totale et sans condition de I'Allemagne @ Contact Observateur Continental on
fasciste signée dans la nuit du 8 au 9 mai a Berlin. Pour en savoir plus, Messenger

cliquez sur notre lien. [ Site web d'actualités

https://www.observateurcontinental.fr/.

Q Transparence de la Page Voir plus

Facebook vous montre des informations pour vous aider 3
mieux comprendre le but de cefte Page. Découvrez les
actions des personnes qui gérent et publient du contenu

Figure 4033 - Screenshot from Observateur Continental s Facebook Pagel e

During our investigation, we found that Observateur Continental had been buying
advertisements on Facebook to promote its page.?’

102 https://perma.cc/LAC7-YNZW

103 https://perma.cc/6SYE-TICT

104 https://perma.cc/FM8G-UHHC

105 https://perma.cc/PBAN-UET6

106 https://archive.vn/81G4b

197 This data is available from the Facebook Ads Library

https://www.facebook.com/ads/library/?active_status=allGad type=all&country=ALL&impression _search field=has_impression
s_lifetime&view all_page id=1366236293764476&sort_data[direction]=desc&sort_data[mode]=relevancy monthly grouped
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5. Filters 1y Sortby w
Launched May 2020
@ Active
Started running on May 7, 2020 0 soo

ID: 1381540072054454

Observateur Continental
Sponsored

Contactez Observateur Continental

Observateur Continental
News Site 1b Like Page
10998 people like this

See Ad Details

Figure 41 — Sample of one advertisement from Observateur Continental’s Facebook Page launched on May 7, 2020

A few days later, we could not find any trace of this original advertisement in the Facebook
Ads Library, as it only displays active advertisements. However, the Facebook Ads Library did
contain a similar advertisement launched on May 16, 2020.

Launched May 2020

® Active

Started running on May 16, 2020 G
ID: 241845683590583

Observateur Continental
Sponsored

Contactez Observateur Continental

i > - L)
Plateforme dédidée aux chroniquours et analystes du monde

Observateur Continental

News Site 1l Like Page
11,269 people like this

See Ad Details

Figure 42 - Similar advertisement, with a different 10 number, launched on May 16th, 2020°%

108 https://perma.cc/GIPL-VR7F?type=image
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Facebook did not classify advertisements from Observateur Continental as relevant to social
issues, elections or politics,%® which would have meant that inactive advertisements from
Observateur Continental would also be displayed for public consultation. It was also not
possible to consult the target options of this advertisement nor the amount spent. This
example clearly shows the limits of Facebook Ads Library, as there is no possibility to consult
all past/inactive advertisements from Observateur Continental, and there is a clear lack of
data to understand to what extent advertisements helped the Facebook Page build its
audience.

n Ad Library

Filter By: 5 « Last 90 Days ¥ Plattorm v ©

Launched May 2020

® Active

Started running on May 16, 2020 0
ID: 241845683590583

Observateur Continental
Sponsored

Contactez Observateur Continental

Plateforme dédiée aux chroniqueurs et analystes du monde

Observateur Continental
News Site 1 Like Page
11,259 people like this

See Ad Details

Figure 43- Screenshot from Facebook Ads Library misleading the user about only one advertisement being run in the last 90days, as
we ve shown they were also inactive ads.

Observateur Continental's Twitter account has an even more limited audience with only 76
followers (the account was created in November 2019). All the tweets follow the same
pattern (title of the article + link to the article + hashtags).

109 https://www.facebook.com/ads/library/
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Observateur Continental @obscontinental Q
Observateur Continental est un portail internet d'information indépendant et & but non Bot Indicators:© emmmm—n P 80%
lucratif lancé en avril 2019. http://www.observateurcontinental.fr/ @ Translate w
[ Joined 8 Nov 2019 check first posts
O —
® France Tweets Following Followers Listed
® — 355 51 76 0
% Export analysis to pdf
© Activity ~ Network O Influence
how this source behaves in twitter friends and followers how others interact with this source

Figure 44 - Screenshot from the TruthNest analysis of Observateur Continental Twitter account

During our investigation we were not able to find any QObservateur Continental
advertisements on Twitter.}1°

->

Qeeriatelr coMeBservateur continental

B

diée aux chroniqueurs et analystes du monde

Observateur Continental
@ObsContinental

Observateur Continental est un portail internet d'information indépendant et a but non
lucratif lancé en avril 2019. observateurcontinental.fr

© France
Joined November 2019

51 Following
78 Followers

You're viewing all the ads promoted by this account in the last seven days.

Ad data was updated in the last 24 hours.

Ads

This account hasn’t promoted any ads in the last seven days.

Figure 45 - Screenshot of Twitter Ad archive for Observateur Continental

10 https://perma.cc/5JGN-DWRN?type=image
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The Twitter Ads Transparency Center only displays ads active in the past 7 days. We were
also not able to conclude if Observateur Continental had bought advertisements on Twitter
in the past.

In a similar way to what EUvsDisinfo observed about One World,*! (the other foreign
alternative media that we linked to InfoRos with this investigation), Observateur Continental
also seems to have a relatively small audience. Still, there seems to be an ongoing effort to
grow an audience on Facebook through its advertisement system.

However, focusing too much on the number of likes/followers doesn't fully capture the
essence of media outlets like One World and Observateur Continental. Even though they are
trying to grow an audience with ads, this does not seem to be their primary goal. Rather, they
aim to develop a wide network of “proxies” (alternative media and conspiracy websites) to
relay their narratives without attracting too much attention. These partner websites, which
are much more well-established in the targeted information ecosystem, are more efficient in
the distribution of polarizing narratives and disinformation.

2) Amplification of one successful story from Observateur Continental

To better comprehend how the content of Observateur Continental is amplified, we decided
to investigate how the article that linked NATO military exercises to the outbreak of COVID-
19 in Europe was shared online.

1§
/™ observateur

% %/ continental

ACCUEL ~ POLITIQUE ~ MONDE  ECONOMIE  DEFENSE = SOCETE  INSOLITE

ACTUALITES

Coronavirus: Les exercices DEFENDER-Europe 20 de
I'Otan menacent |'Europe Maiede hicog e sque de

contamination par le Covid-19 est
V plus élevé p rmi les Afro-
Américal

Les Etats-Unis ménent des
opérations secrétes en Allemagne

Lavion de chasse russe Su-57
démontre sa maniabilité
exceptionnelle

Lhork
thypothése dEinstein

En
effer, nproviert d 5 deforcess

i éricaine: Bemie
Sanders stoppe sa campagne

sont. 015t Toutes les actualités

ériel de farmée amé & déout février au port danvers. Observateur Continentel

25 ans sur

pedegs
theren 37mmsc\da , dont 20 000 Amé

hoss.

Figure 46 - Screenshot of the arf/c/.e titled ‘COVID-19: The NATO DEFENDER-Eurape 20 military exercises threaten Europe” from
observateurcontinental fr'*?

11 https://euvsdisinfo.eu/one-world-one-author-one-chain-of-command/
12 https://perma.cc/C2BY-LKKQ
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The initial post of the article by Observateur Continental's Facebook page, which is their main
social media account, generated only 109 interactions (65 likes, 39 shares, 5 comments).

Observateur Continental
5mars - Q

Coronavirus: Les exercices DEFENDER-Europe 20 de I'Otan menacent
I'Europe

Un débarquement massif de troupes américaines met le pied en Europe
depuis la fin du mois de janvier et, chose étrange, cela correspond a l'arrivée
de coronavirus sur le vieux continent. Pour en savoir plus, cliquez sur notre
lien.

http://www.observateurcontinental fr/...

0.065 o 5 comentares 9 partges

Figure 47 - Screenshot of the main Observateur Continental's Facebook page publishing the article about COVID-19 and NATOMS
But soon, we started to observe the reproduction of the article by multiple alternative
websites. During the course of five days, this content was copy-pasted/republished on the
following websites:

e 0On March 6", it was republished on the website Les Moutons Enragés* (131
interactions on Facebook).

e 0On March 7™ it was republished on the website Réseau International**® (537
interactions on Facebook).

e 0On March 8™ it was republished on the French website Comite Valmy'*® (no data
available for Facebook).

e 0On March 9™ the story was copy pasted on Patrice Bravo's Agoravox blog!'’, a blog
which exclusively reproduces articles from Observateur Continental (1248
interactions on Facebook) and was also republished on the conspiracy website
Wikistrike!'® (1175 interactions on Facebook).

e 0On March 10™ it was republished on the website lecolonel.net*'® (8 interactions on
Facebook).

13 https://perma.cc/C2BY-LKKQ
4 https://perma.cc/6032-5G86
115 https://perma.cc/NC74-SDN7
116 https://perma.cc/5674-KY57
17 https://perma.cc/TP7R-24MH
18 https://perma.cc/FKB6-TFIL
19 https://perma.cc/BNWF-CBNW
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The first wave of amplification lasts until March 10" — mostly fed by alternative French
websites and Facebook groups promoting conspiracy theories and “reinformation” %

If we look only at Facebook, it is already possible to identify that some copy-pasted articles
generated ten times more interactions than the initial post from Observateur Continental's
Facebook page (Wikistrike's article and Agoravox's article). Even though the figures for this
story are modest, this illustrates well the amplification scheme around this small French-
speaking website.

Using CrowdTangle, we identified a second wave of amplification between the 13-17 March
for Agoravox, Les Moutons Enrages, Wikistrike, and Observateur Continental's URLs. Despite
a limited amplification on Twitter and Facebook, we none the less observed a continuous
sharing of the article in France, but also abroad:

e (Czech Republic: The article on Agoravox was translated by the controversial platform
Prvni Zpravy*2! and widely shared on Czech and Slovak political Facebook pages and
groups;

e Slovakia: The story from Agoravox/ Prvni Zpravy was reproduced by the Slovakian
alternative media InfoVojna'?? and then spread in multiple Slovakian Facebook groups
(including at least one clear anti-NATO/pro-Russian group'?3);

e France: we saw some versions of this article shared in some popular Yellow Vest
Movement groups and a public pro-Russia Facebook group**, without being reshared
a lot?;

e |[taly: The original article from Observateur Continental was shared in a Beppe Grillo
supporters Facebook group*?® and in other Facebook groups.

We do not consider this list exhaustive nor do we exclude the possibility that this story has
been translated and pushed in other countries.

120 See here for more explanation about the far-right French concept of “reinformation”:
https://www.hopenothate.org.uk/research/french-election-special/mainstream-far-right/

121 https://perma.cc/GMA4C-EHSH/ https://perma.cc/MBYB-WX73

122 https://perma.cc/95PE-6UDG/ https://perma.cc/8D7P-V3LZ

123 https://perma.cc/SL38-8G39

124 https://perma.cc/S7GM-065R

125 https://perma.cc/26FW-V5K2/ https://perma.cc/RUJ-PSXP/ https://perma.cc/4H7G-XLLG
126 https://perma.cc/8A4D-9CKX
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shared a link to the group: Blog di Beppe Grillo
Notizie.
March 10+ Q

Questo deve diventare virale...

L'articolo in lingua originale potra essere visionato cliccando sul seguente
link:https://www.observateurcontinental.fr/...

“Un massiccio sbarco di truppe americane ha avuto luogo in Europa dalla
fine di gennaio e, stranamente, cio corrisponde all'arrivo del Coronavirus nel
vecchio continente.

Il dispiegamento mediatico sull’epidemia ci impedisce di nascondere quanto
accade e ci spinge a parlare dell’attuazione delle principali manovre della
NATO, ma soprattutto a dire che I'espansione del coronavirus nel’lUE
sembra avere un legame con questa invasione di uniformi statunitensi
provenienti da diversi angoli del mondo, tra cui I'’Asia. In effetti, il personale
della NATO proviene dall'Asia.

Figure 48 - NATO story amplified in a Beppe Grillo group

IQ https://reseauinternationaI.ne(/coronavirus—les-exercices—defender—europe-20—de~lotan—menacent—Ieuropell

WHO SHARED THIS LINK? MESSAGE DATE
par Olivier Renault. Un débarquement massif de troupes
Réseau International américaines met le pied en Europe depuis la fin du mois de janvier 4R 7 2020
157,033 Page Likes 4

et, chose étrange, cela correspond a I'arrivée de coronavirus sur

Coup de pouce a la
Q Réelle Info... MAR 7, 2020
6,239 Members
. Journalistes Sans Nous sommes un certain nombre de journalistes indépendants a
@ Frontiéres -... avoir relevé ce détail troublant, et visiblement d'autres font le MAR 7, 2020
1,891 Members méme constat. Le coronavirus semble suivre le méme trajet que

Un débarquement massif de troupes américaines met le pied en
Esprits Libres du Monde  gyrope depuis la fin du mois de janvier et, chose étrange, cela MAR 7, 2020
12,251 Members pond  l'arrivée de irus sur le vieux i Le

DU MONDE Defender Europe 20", des transferts des troupes depuis I'Asie MAR 7, 2020
1,694 Members vers |'Europe et de ['ltalie vers la France, seraient responsables de

Les pro russe

Q LUTTE POUR LA PAIX Dans le cadre des activités de I'Otan, relatifs aux "Exercices
D

18,926 Members MAR 7, 2020
Discussions autour de

Q I'UPR MAR 8, 2020
12,698 Members

INTERACTIONS
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Figure 49 - Public Facebook amplification of the French Reseau Intermational version (Source: Crowdtangle)
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. IQ https://www‘agoravox.fr/tribune-Iibre/article/coronavirus-Ies-exercices-defender—222063I

WHO SHARED THIS LINK? MESSAGE DATE INTERACTIONS

dékujeme p... pFJesun americkych jednotek do Evropy koncem ledna kupodivu MAR 13, 2020 35

D&kujeme Mad'arsku Vojaci NATO rozsifuji epidemii koronaviru po celé Evropé Masivni
'
Q 4,697 Members ida , pfichodu” iru na stary i Prvni pfipady

General Blasko v EU Vojaci NATO rozsifuji epidemii koronaviru po celé Evropé Masivni
parlamentu... presun americkych jednotek do Evropy koncem ledna kupodivu MAR 13, 2020 29
6,427 Members ida ,pfichodu” iru na stary i Prvni pfipady
_ Vojaci NATO rozsifuji epidemii koronaviru po celé Evropé Masivni
PFatele MiloSe Zemana pFesun americkych jednotek do Evropy koncem ledna kupodivu MAR 13, 2020 1
16,243 Members dpovida ,pfichodu” iru na stary konti Prvni pFipady
c fini . .
-ils?
Q 536 Members Que préparent t-ils? MAR 17, 2020 6
J'arrete de travailler, je
boy... Rien n'arrive par hasard...es MAR 16, 2020 5

2,728 Members

NDA Espérance 2022

@ 4211 Members MAR 17, 2020 4
Noi che ci mobilitiamo [https:// i libre/article/ irus-I

-4 contro... ices-defender-222063] (h i MAR 13, 2020 2
2,396 Members libre/arti irus-1 i -222063)

Figure 50 - Public Facebook amplification of the Agoravox (French) story (Source: Crowdtangle)

volika & Tokalithch *. — E
Proni ptipecy koronsdiu ve Franci, kie lioé pocle 2dojs médii necssioval do Ciny, Jenoen v sebetu?
- odpeuids misim ¥ancouzskyeh voferakjeh zaiaden, Merd sgekecacu) & NATO: 9. — %
Ly namotnd péchory brigada a 3. namoni pe&! pluk ve Vannes, kery e nachazl vedie Alastns”
N depar Oisn. Junae v nedbi?
— m
) Brvnl
Wédin nemiuvi o propojeni mezi zékladeami NATO po celém svith & vojenskymi
I\ ZaklaGnam ve Franca, ki taé $pONPFacull  1oUto vejsnehou Orgenieaci, sepméns SLOVO CTENARE
. souvisiosts 5 organtzacl cviceni DEFENDER-Europe 20. Na zakiadné v Crellu jo
Reditolstl vojenske Zpravodajeks sy (ORM), ervovs cangrum mez:
azbrojenymi sdami 3 NATO, které bylo Prave umisténo pod nacelnlkem obranneno Re Pyralis darebac.. Dk 23 historicke 8 bibicke
[4 #bu (CEMA), Kinry jo proto culezitym spojenim s Evropskou obrannou agentirou, vysveteni funkce 2eny & mue v evoluci
¢ Gstredim NATO v Bruselu & mnohondrocaim velitelstvim +4 rychiého rasazen
- . cat Jo reglon, ¥ ¥ Klastr . fem K tomu, 28 = Amercand ten

m v
Lo plati, m.nmmumxcm- ymza

-oc

BIBLE Galatsaym 1,10 Ziskivée si tad 13 nebo
Boha? Ci 96 snazim libt Igem? Koyoych

VioBt

N\

KORONAVIRUS

Ay

Uldutareass antaoiunch ol peotiatide, o vebe Estarelské flotly se sichem v Crebu
2 peastaict se repatriace 2 Wiu-chanu nejsou pevodcl dovozu viru”. Pokud
n-wm-nxm-un-m-pu;mm .-umu pak provoz mezi perscnsiem
Rediuieny valenshie aprieed moaindrodel ikiudny NATO v

dobis Defor id Jo_vejvbehin

ajstvi Croit
miwaunmumﬂnm

Illnlum v

248 5e. 2o tyto verze [sou potvizeny skitechost, 26 dfednik zvmpm obranne agentury oyl
26 kel kologae

Kontaminace mezi unmum T0 se vyskytu)l take w, protoze tyto
némecke klastry” se nachaze| mouumnﬂovmuwm

Kede we amarické zakladny nachize)i v zemi.
7P, PTEBRavY. £Z. a00eme, foro:arch )

[F IR « i B R

Figure 51 - Czech version of the NATO Defender Eurgpe Story quoting Agoravox as a source
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a IQ https://www.prvnizpravy.cz/zpravy/zpravyj/vojaci-nato-rozsiruji-epidemii-koronaviru-po-cele-evrope/ |

WHO SHARED THIS LINK? MESSAGE DATE INTERACTIONS
Neddverujem ex-
Q prezidentovi Ki MAR 14, 2020 553
24,670 Members
ﬁ Aliance narodnich sil MAR 10, 2020 492
Slovanska unia
@ 6,551 Page Likes MAR 10, 2020 245
Zastavme teroristov z
% Bruselu! VAROVANIE MAR 10, 2020 228
1,560 Members
Klub Svobodného
vysilaée MAR 10, 2020 225
@ 1,729 Members
Neddverujem ex-
Q prezidentovi Ki... VAROVANIE MAR 10, 2020 189
24,461 Members
PFiznivci Hynka Blasko -
Q zana... MAR 14, 2020 144
4,857 Members
Slovensko patri
Q ob&anom-Odstav... MAR 10, 2020 142
2,485 Members

Figure 52 - Public Facebook amplification of the Prvni Zpravi story (Source: Crowdtangle)
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Cred (ORM) a NATO v Mildné v dobé Defender-Europe 20 cs by
byl zdrojem, protaze Milin Je nejvétiim lastrem” v Evropé, aniz by zapomnél na vimeény s Evropskou obrannou agenturoy,

Zda se, e tyto verze Jsou potvrzeny skuteénosti, 2e Gfednik Evropské obranné agentury byl shledin pozitivaim na
koronavirus a 2e néktefi kolegové v AED byll v karanténé.

Kontaminace mezi zikladnami NATO se vyskytuji také v Némecky, protofe tyto némecké .klastry™ se nachézeji
nedaleko od centrily NATO v Bruselu a v oblastech, kde se americké zikladny nachézeji v zemi.
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Figure 5334 - Slovak version of the NATO Defender Europe story quoting Agoravox as a source
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Q Ihttps://www.infovojna.sk/article/vojaci-nato-rozsiruji—epidemii-koronaviru-po-cele-evropel

WHO SHARED THIS LINK? MESSAGE DATE INTERACTIONS
InfoVojna . N . .

@ 28,292 Page Likes Vojaci NATO roz3ifuji epidemii koronaviru po celé Evropé MAR 10, 2020 634
Slovanska unia

@ 6,551 Page Likes MAR 10, 2020 75

_awm. SLOVENSKO-RUSKA
SPOLOCNOST MAR 10, 2020 52
3,863 Members
Nedoverujem ex-

Q prezidentovi Ki... MAR 10, 2020 42
24,461 Members

N Popredna Eeska virologicka tvrdi, Ze #COVID19 bol umelo
Q An"soms_nezas'avg vytvoreny. Aj pad akcii nielen nemeckej #DeutscheBank v 3 MAR 16, 2020 38
1,738 Page Likes roénom rozmedzi je len takou ,,netopieriou" ndhodnou piesfiou. 4
, Volim Harabina
u
[g 9,272 Members MAR 10, 2020 35
Chemtrails Slovensko
% 2,316 Members MAR 10, 2020 28
Chemtrails Slovensko
% 2,315 Members MAR 11, 2020 15

Figure 54 - Public Facebook amplification of the InfoVojna story (Source: Crowdtangle)

Through Agoravox RSS feed, we were also able to find many occurrences of the story
republished on local French blogs.

3) Agoravox & the French alternative news media ecosystem

a) Agoravox

During our investigation, we identified an author page on Agoravox,'?” which is managed by
an individual who presents himself as Patrice Bravo. This page exclusively republished
articles from Observateur Continental (162 articles since October 2019).

127 Agoravox.fr is a French participatory platform which was built to host contributions from non-professional writers and volunteers
(https://perma.cc/57V9-JDF7)
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Participez & Agoravox ¢/
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HONE

Le média citoyen
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SOUTENEZ
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Patrice Bravo

p:
ESes articles par RSS

&1 2UTEUT N 3 pas encore renseigne 52 description

ervateurcontinentat

AGORATEEZ3

3

The Brooks, du
bon funk de
Hontrésl 3

Tableau de bord

Premier article le 03/10/2013
Modérateur depuis le 16/10/2013

Linscription 138 2 2872
1 mois 19 0 516

Sjours B [ 3
T
Linscription 0 ] 0
1 mois 0 0 0
Sjours 0 0 0

Ses articles classés par : ordre chronologique
Hombre de visites | Hombre de rézctions

0]10]20|30]40]50|60|70]80]...

Freedom House s'inquiéte de la libération
de nombreux pays

LONG Fresdom House, foncée en
1341 pour, comme cels est écrit sur
PR eur site, céfendre la cémocratie

dans le monde entier, vient de
publier son  rapport  annuel,
Nations (..)

508 visite: 13 mai. 2020 | 7 réactions | Patrice Bravo [+ Partages

savourer avec
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Sound
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Tribune Libre Covid-19 Chine BRICS
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Santé c.z= Aviation Coronavirus Israél
Edward Snevcen Etats-Unis Turquie syrie
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og

B
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assistants !
1. Coronavirus : Les exercices DEFENDER-

Europe 20 de Otan menacent IEurope
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2. Le général Delawarde : « La France
devrait s‘éloigner de FOTAN »
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médecins britanniques pour le
Royaume-Uni

5. Covid-19 en Allemagne : quand la
police sonne 4 la

€. Une nouvelle arme frangaise non létale
lancée sur le marché
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Figure 55 - Screenshot of the AgoraVox's author page named Patrice Bravo which links ObservateurContinental fr as its website’?

Thanks to a Google image reverse search, we identified that the photo used to represent
"Patrice Bravo" is in fact a picture of the model Vinnie Woolston.*?® It is not possible to know

who manages this page.

Coronavirus : Les exercices DEFENDER-
Europe 20 de I'Otan menacent I'Europe

WS Un débzrquement massif de troupes
américzines met le pied en Europe
depuis I3 fin du mois de janvier et,
chose étrangs. cela correspond 2
I'srrivée de coronavirus surle ()

Dans I'Europe du virus, les bombardiers US
nucléaires d'attaque arrivent
v

Le guotidien italien Il Manifesto a
publié un article soulignant Iz
contradiction entre  I'annonce
officielle du retrait des troupes
américzines des gigantesquas ()

27 mar. 2020 | 45 réactions | Patrice Bravo [+ Partager|

Le général Delawarde : « La France devrait
s'éloigner de I'OTAN »

Le  général  (25)  Dominique
Delawarde - Ancien chef « Situation-
Renssignemeant-Guerre Electronique
19 » 3 IEtat-major intzrarmées de
planification cpérationnelle, 3 (..)

Figure 56 - Screenshot which shows that the 6 most successtul articles from Observateur Continental republished by “Patrice

Coronavirus : le pronostic effrayant des
médecins britanniques pour le Royaume-

Uni
Le journal Guardian 2 pris
connaissance du  pronostic  de
I'éwblissement Public Health

England. qui stipule que I'épidsmie
de coronavirus perdurera dans le
pays(..)

8 mar. 2020 | 100 réactions | Patrice Bravo i+ Partager

Covid-19 en Allemagne : quand la police
sonne a la porte

En Allemagne, les Grinen et les
Socialistes (SPD) soutiennent les «
visites » des domiciles privés par Iz
police avec des médecing pour Iz
prise de sang et pour envoyer en (...)

Une nouvelle arme frangaise non létale
lancée sur le marché

Une nouvelle arme de nouvelle
génération pour le mazintien de
lordre vient d'étre présentée en
France. Lz société  frangaise
Securengy 3 présenté son nouveau
produit, (...)

Bravo” received between 14k and 4.5k visitst?

128 https://perma.cc/NGAW-KJQQ
128 https://perma.cc/60BU-7ANT
130 https://perma.cc/BTQW-KXVA
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The six most viewed articles from Observateur Continental on the Agoravox platform received
between 14k and 4.5k visits. This is a way for Observateur Continental to build an
amplification channel that can be used regularly without exposing the website too much.

b) Les Moutons Enragés

During our investigation, we noticed that articles from Observateur Continental were
regularly shared by the conspiracy website LesMoutonsEnrages.fr.*t We identified that 41
articles were reproduced.

site:lesmoutonsenrages.fr "source: observateur continental” X Q, Q

Q Tous =) Images @ Actualités [ vidéos Q) Shopping i Plus Parameéfres  Outils

Page 5 sur environ 41 résultats (0,24 secondes)

lesmoutonsenrages.fr » category » actualite-generale ~

Actualité générale — Les moutons enragés
Source: Observateur-Continental. Le vendredi 8 mai 2020 Ia France célébre le 75
anniversaire de la Victoire des Alliés sur I'Allemagne nazie en 1945. Mais ...

lesmoutonsenrages.fr » category > les-bonnes-nouvelles ~
Les bonnes nouvelles — Les moutons enragés

Source Observateur-Continental. Les Etats-Unis se sont engagés a quitter I'Afghanistan d'ici
le 1% mai 2021. C'est le terme central de I'accord signé par les ...

Afin d'afficher les résultats les plus pertinents, nous avons omis quelques entrées qui sont
trés similaires aux 42 entrées actuelles.
Si vous le souhaitez, vous pouvez relancer la recherche pour inclure les résultats omis.

<« Gooooogle

Précédent 12345

Figure 5735 - Screenshot of a Google search suggesting that there are at least 41 articles on LesMoutonsEnrages.fr which were
copied from Observateur Continental'>?

Questioned by one of its readers about why LesMoutonsEnrages.fr regularly shares content
from Observateur Continental, in the comments section, Vo/tA% answered that they are
doing it “upon request of the Observateur Continental blog".

181 https://www.newsguardtech.com/wp-content/uploads/2020/03/LesMoutonsEnrages.fr_ENG.pdf
132 https://perma.cc/D303-UCES
133 The identified anonymous founder of Les Moutons Enragés




Askimerdeux il fait sa censure de nouveau ?

Et c’est quoi cette connexion du blog a « observateurcontinental fr » 722?
c’est nouveau sa ?

Connectez-vous pour répondre

: 6 Volti

T/ samedi 21 mars 2020 a 13 h 54 min

Partage d’articles (pas mauvais) avec ce blog @ sa demande @ Ne sois pas aussi
suspicieux |l A force de douter de tout, on part dans tous les sens &

Connectez-vous pour répondre

Figure 58 - Screenshot of the comment from the founder of LesMoutonsEnragés.fr known as Volti, explaining why he regularly shares
regularly content from Observateur Continental'>

The Les Moutons Enragés’ Facebook Page is followed by more than 47k people. This shows

how such partnership can offer a greater visibility to content initially produced by Observateur
Continental or even by InfoRos on social media.

eJLES MOUTONS

Les Moutons X ¥ ;
Enragés
Accueil

Publications 1k Jaime A Partager ¢ Suggérer des modifications ~ «+ ° Envoyer un message
Photos
A propos Publications Communauté Voir tout
Communauté @ Les Moutons Enragés s 47 327 personnes aiment ¢ca
N o 47 293 personnes suivent ce lieu
Groupes 11 min - § i
L'Avis d'un Pharmacien - Serge Rader
& N . Voir tout
Trés intéressant. Partagez | Volti A Propos orrto
****** . Afficher la suite @ lesmoutonsenrages.fr

[ Site web dactualités

acfions des nersonnes

Figure 59 - Screenshot from LesMoutonsEnragés.fr Facebook Page

134 https://perma.cc/BWCS-HBAL
135 https://archive.is/BpJzY
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c) Adoxa

Going further, we also identified that Observateur Continental had another partnership with
the French reinformation website Adoxa.info (now closed).'% Looking at the author page of
Observateur Continental on Adoxa's website, we identified 19 articles branded as “proposed
in partnership with Observateur Continental”,**” which had been copy-pasted from the
website tied to Russia.

Article proposé en partenariat avec
I'Observateur Continental
Adoxa est un site d'information indépendant qui n'existe que

grace a vos dons.
Toute I'équipe bénévole d’Adoxa vous remercie pour votre

générosité !

Je soutiens Adoxa !
1 euros

Figure 60 - Screenshat of the mention added to articles on Adoxa.info which are reproduced from Observateur Continenta 7

Adoxa.info was mainly active on Twitter (only 680 people followed Adoxa.info's main
Facebook page after their previous page was suspended in July 2019%39). The main Twitter
account for Adoxa had 11.1k followers,% and the founder of this alternative media has more
than 29.9k followers. During our investigation, Adoxa.info decided to stop its activities.

136 https://perma.cc/3PYX-CCLB
137 https://perma.cc/PCT4-CEMV
138 https://perma.cc/9L7W-DNKB
139 https://perma.cc/9JSW-UN5GS
140 https://perma.cc/4VBT-87NJ
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Adoxa - INFOS

106.2K Tweets

|/=n=\ ) |/B\| 1/ Follow \|
/T J

Adoxa - INFOS

@ADOXAinfos

L'essentiel de I'info est sur Adoxa | Nouveau média de #réinformation |

& adoxa.info/newsletter-ado. Joined September 2016
2 Following J11.1K Follow:
Not followed by anyone you re following
Tweets Tweets & replies Media Likes

Figure 6136 - Screenshots of Adoxa.info Twitter accounts

It is extremely important to highlight that there is not enough evidence to determine whether
all the actors mentioned in this section (Adoxa.info and Les Moutons Enragés) are aware of
the real scheme behind Observateur Continental that involves InfoRos. The nature of the
partnership concluded is also not transparent. Still, these sites are regularly used, willingly
or unwillingly, as an amplifier of the polarizing content and disinformation produced by a
French website that has deep ties to a controversial Russian press agency.

4) The amplification through the media linked to the One World network

Following our investigation into some of the French local actors that republish content from
Observateur Continental, we decided to have a look to the French-speaking partners of One
World*! to see whether they were also a vector of amplification for Observateur
Continental's articles.

a) Mondialisation.ca

On Mondialisation.ca,*? we identified 50 occurrences of Observateur Continental's articles,
distributed between 3 different authors pages (Observateur Continental, Olivier Renault, and
Mikhael Gamandiy-Egorov).

141 https://euvsdisinfo.eu/one-world-one-author-one-chain-of-command/
142 Mondialisation.ca is the French-speaking version of the conspiracy website GlobalResearch.ca which is presented as “a partner
blog" on onewaorld.press.
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Par Mikhail Gamandiy-Egorov, 14 avril 2020

Les vestiges de I'ere unipolaire: il y a 21 ans
I’Otan bombardait la Yougoslavie
Par Mikhail Gamandiy-Egorov, 25 mars 2020

Les divergences entre la Turquie et plusieurs
pays de la Méditerranée s’accentuent
Par Mikhail Gamandiy-Egorov. 12 ma

Mondialisation.ca
[ Like Page
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LES PLUS PARTA( . . . .

Chine-Burundi: une alliance qui perdure

Par Mikhail Gamandiy-Egorov, 17 février 2020

E

2020

Aprés I'Afrique du Sud, Pompeo s’attaque a la
Chine

Par Mikhail Gamandiy-Egorov, 05 mars 2020

Horizon 2050: déclin économique de
I'Occident

Par Mikhail Gamandiy-Egorov, 21 février 2020
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Chi i unis faceal
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Figure 62 - Screenshot of Mikhail Gamandiy-Egorov's author page on Mondialisation.ca which contains 8 articles he wrote for
Observateur Continental™”?
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. e ”

$ L'Afrique n'est pas un laboratoire expérimental
Par Qliviar Renaul, 06 il 2

‘ UE: «Toutva s’effondrer maintenant»
Par 0 naut 2

Coronavirus: La France doute toujours de la
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Macron: «La Russie estdans I'Europen

Qlivier Renaut

Libye: succés diplomatique 4 la conférence &
Y Berlin?
Par Qlivier Renault
Format Normandie: «Pourquoi revoir et
PR remettre en cause les accords de Minsk?»
Qlivier Renaut, 1 e 2019

La révolution du lithium. Tesla serait-il derriére
le renversement de Morales?

Qlivier Rensut

Figure 6337 - Screenshot of Olivier Renault's author page on Mondialisation.ca which contains 20 articles he wrate for Observateur
Continental™*’

143 https://perma.cc/EV2X-2TME
144 https://perma.cc/5ZG3-ZXRA




‘\

EU DISINFO@

:n

Mondialisation.ca
[ Like Page

Faire un don maintenant

CE T

Mondialisation
de la pauvreté et
nouvel ordre mondial

Mondialisation.ca

Centre de recherche sur la mondialisation

Eere—

Our site in English: globalresearch.ca
taiano Deutsch Portugués sz .
Giobaizacion | Asia-Pacific Research

JEY [infoleere. vorre Couril

| o GRIVIEREY ¢ §N]

- Edouard Philippe bientét remplacé?

Les relations américano-chinoises
s'aggravent sur fond de recherche de I'origine
duCovid-19

Covid-19: ces 100 jours de pandémie qui ont
bouleversé le monde

ur Continents

Les Etats-U !

Les Frangais auront-ils le choix de refuser le

tragage numérique

Observateur

Un chercheur assassiné alors qu'il avait fait

ﬁ une découverte sur le Covid-1
b 38
g

Observateur Continental
Les Etats-Unis ménent des opérations

secrétes en Allemagne

Par Observateur Continental

L'Europe compte sur Faide de la Russie pour
combattre le coronavirus

Par Observateur Continental

destinés 3laFrancea

B PRy S

ar Qbservateur Continents

Les conservateurs prennent le contréle du

pariementiranien

ur Continents

Les éoliennes en Allemagne: quand le réve
écologique devient un cauchemar

wr Continents

D de 'Ot

Le premier
venduen France

version de lorigine du
i parles
Obzervateur Continental, 01 avil 202
! Par Observateur Continental, 08
Syrie: le dernier avertissement de la Turquie?

Ay

Observateur Continental, 2

contingents en Irak

60 ans de Traité de sécurité américano-
japonais: le piége pour les Japonais

ur Continents

La «déclaration sur Feffort financier pour la
défense des pays membres de I'Otan est
évidemment trompeuse.»

érsl Domirique Delaware et Observateur Continentl,

dale d"espi 120 pays ont payé des
milliards de dollars pour le vol de leurs secrets

Les mlita - . .
m Svennule pangém b Coronavrs
28 o Observstour Continental 202

coronavirus etle monde: entre la peur
rationnelle et la discrimination
Observateur Continents,

m

res des Etats-Unis
nner F'océan Pacifique

Les déchets nucl
pourraient em;

Figure 64 - Screenshot of Observateur Continental’s author page on Mondialisation.ca which contains 22 articles he wrate for
Observateur Continental’”®

Multiple articles were republished on Mondialisation.ca the same day or a day after their
publication on Observateur Continental.

numérique?

Par Observateur Continental
Mondialisation.ca, 12 mai 2020

Les Frangais auront-ils le
choix de refuser le tragage

Y /i Par Observateur Continental

Lespionnage biomédical Mondialisation.ca, 07 mai 2020
. Observateur continental

e avec le Covid-19
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Syrie: le dernier avertissement de la Turquie?
L'ultimatum lancé par Ankara a Damas expire dans deux jours
A Par Observateur Continental Analyses: SYRIE

Mondialisation.ca, 27 février 2020

Syrie: le dernier Observateur continental
avertissement de la Turquie? .
=

Figure 65- On the left, screenshots of some articles previews from Observateur Continenta 75 On the right, screenshots of the
same articles reproduced the same day or one after on Mondialisation™’.

Even though republishing patterns do not allow us to draw definitive conclusions about the
links between Mondialisation.ca and Observateurcontinental.fr, they still suggest a clear
proximity. The Canadian website acts as an amplifier for the French website.
Mondialisation.ca has a Twitter account (around 4.5k followers) and a Facebook Page (24.2k
likes) to propagate its content.

¢ Mondialisation.ca
11.1K Tweets

N T .
(o0 ) ( Follow ) Mondialisation.ca
NIZAN J

Accueil

Mondialisation.ca
@CRM_CRG Apropos.
Mondialisation.ca est une importante source d'information sur les grands thémes Photos
dactualité.
Evénement
Translate bio
© mondialisation.ca [ Joined March 2010 Vidéce ot
32 Following 4,449 Followers Sz
Not followed by anyone you're following Communaul te
Tweets Tweets & replies Media Likes =

A Propos Voir tout

Figure 66 - Screenshots of Mondialisation.ca's Twitter account'®® and Facebook pagel 7
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b) Reseauinternational.net

Also mentioned as a partner by One World,'®® Réseau International is known to be a website
that regularly spreads disinformation and conspiracy theories.*®! Active since 2013, the
alternative media has managed to build quite a significant audience:

- Facebook Page: 156k followers;1?

- Twitter account: 14.1k followers; %3

- YouTube channel: 2.28k subscribers. 1%

ik Jaime | A Partager = /' Suggérer des modifications | --- S'inscrire @ Envoyer un message

Publications @ 4,3 sur 5 - Selon 'avis de 314 personnes

' Réseau International
18h-Q Communauté Voir tout
SEAU INTERNATION par Dominique Delawarde. Avant-propos : Aujourd'hui, quelques =
éléments de réponse a deux questions concernant I'Allemagne dans la ifs 156 738 personnes aiment ga
crise Covid-19 Question 1 : Y a-t-il un différentiel d'efficacité entre 2\ 157 320 personnes suivent ce lieu
Réseau I'Allemagne et la France et si oui, pourquoi ? Réponse : A chacun de
prendre connaissance des faits suivants et d'en tirer ses conclusions. - N
International Population : Allemagne 83 millions d’habitants - France 67 millions. [ A Propos Voirtout
@reseauinternational 2,470 more words ] (® Contact Réseau International on Messenger
national.net/ id-19-point-de-situatio.../
el @ reseauintemational.net

Publications

S ’ 53 site web d'actualités
0 Transparence de la Page Voir plus
Photos AN Facebook vous monire des informations pour vous aider &

Avis
Figure 67 - Screenshot of /?eseau/n terna z‘/zma/ net Facebook Page

Olivier Renault is one of the 37 individuals listed as contributors for the website. He has
published 82 articles on reseauinternational.net since 2013.1%° We were able to determine
that 44 of them were openly copy-pasted from Observateur Continental. The other articles
were previously written by Olivier Renault for the pro-Russian media Novorossia based in
Donetsk (Ukraine), suggesting the cooperation started before Observateur Continental's
launch.
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\ | OLIVIER RENAULT
: : ; LES ARTICLES LES +LUS
\

LArmée algérienne considére un possible

. . déploiement de forces turques en Libye
Un rapport de I'Otan montre toujours la X o
volonte de faire la guerre a la Russie comme une menace égale ou supérieure a
celle de Haftar

Géopolitique entaire
! potita 68 216 views | posted on décembre 26, 2019

0 R tra Le Sénat des Etats-Unis vient de voter pour une
,,,,,, traite des Etats-U rtis M. Scaparrott Troisieme Guerre Mondiale

56 102 views | posted on décembre 20,2019

1874 yues |, ; ' Défense: I'Algérie veut devenir le premier pays

bt - + 4 5 étranger a acqueérir les avions de combat furtifs

Figure 68 - Screenshot of Olivier Renault's author page on Reseaulnternational.net

Going further, conducting a Google search revealed that there were in fact 149 articles from
Observateur Continental that have been reproduced by reseauinternational.net so far.

site:reseauinternational.net "www.observateurcontinental.fr." X !, Q
QTous () Vidéos [ Images @ Actualites  Q Maps i Plus Paramétres  Outils
I Page 15 sur environ 149 résultats (0,44 secondes) I

reseauinternational.net > fni-macron-veut-abandonner-l... v

FNI - Macron veut abandonner la stratégie menée par I'OTAN
30 nov. 2019 - source : http://www.observateurcontinental.fr/?
module=articles&action=view&id=1251 - Cliquez pour partager sur Facebook(ouvre dans une

reseauinternational.net > des-allies-americains-de-lotan-... v
Des alliés américains de 'OTAN enverront des contingents en ...

15 févr. 2020 - Quitter I'rak reviendrait & perdre un avant-poste trés pratique pour contenir I'iran.
source : http://www.observateurcontinental.fr/?module=

reseauinternational.net > scandale-despionnage-120-pay... ~

Scandale d'espionnage - 120 pays ont payé des milliards de ...
14 févr. 2020 - source : http://www.observateurcontinental.fr/?
module=articles&action=view&id=1377 - Cliquez pour partager sur Facebook(ouvre dans une

reseauinternational net » accord-commercial-boris-john.. v
Accord commercial - Boris Johnson « gifle » Michel Barnier

4 févr. 2020 - Le bras de fer entre le Royaume-Uni et Bruxelles ne fait que commencer. source
http://www.observateurcontinental.fr/?module=articles&action=

reseauinternational.net > reve-georgien-une-nouvelle-vi... v
Réve géorgien - Une nouvelle victoire tactique pour Ivanichvili ?
12 déc. 2019 - source : hitp://www.observateurcontinental.fr/?
module=articles&action=view&id=1266 - Cliquez pour partager sur Facebook(ouvre dans une
Figure 63938 - Screenshot of the Google guery which shows that 149 articles from Reseaulnternational.net provided the site

Observateur Continental as source’*®

The regular republication of articles from Observateur Continental by Reseau International
offers the newcomer in the French disinformation ecosystem access to a far wider audience
than its initial 11k followers on Facebook.
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c) Other partners of the One World

A rapid investigation into the other partners of One World allowed us to spot a small detail.
The two Brazilian alternative media Dossier Sul and Radioweb Rebelde mentioned
Observateur Continental as a partner despite not having any clear links to the small French
website.

‘GEOPOLITCS

DISSIDENT VOICE
RUSSIA INSIDER
TLAXCALA
ALTNEWS

ELIJAH MAGNIER

FORT-RUSS

o . o QUTNYTI
Seja um assinante Dossier SUL!
INFORMATION CLEARING HOUSE

admin Jan 29,2020 0 @ 209
BSNEWS
MEDIALENS
WIKILEAKS

ELLEN BROWN BLOG
14 MILIMETROS

CTXT

LES CRISES

RESEAU INTERNATIONAL

OBSERVATEUR CONTINENTAL

0 Iraque no equilibrio entre Ird e EUA

ELIJAH MAGNIER
Bolsonaro € alvo de nova denuincia FORT-RUSS
no Tribunal Penal Internacional... QU

INFORMATION CLEARING HOUSE

BSNEWS

MEDIALENS

WIKILEAKS

ELLEN BROWN BLOG
Governo Bolsonaro processa Flavio 14 MILIMETROS
Dino por tentar trazer... ot

LES CRISES

RESEAU INTERNATIONAL
[OBSERVATEUR CONTINENTAL

TAGS

Subnotificagao da violéncia contra a
mulher cresce e exige...

Bolsonaro  Guedes  Leonardo Boff

Pandemia  Dino  Venezuela  Haia Bolso

Figure 71 39 - Screenshot of the radiowebrebelde.com.br main page listing Observateur Continental as partne;
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VI. Conclusion

What we think is interesting here is that the strategy we observed resembles the one
described by Stanford Internet Observatory's report on GRU information operations. They
conclude that this is a way for GRU to “achieve influence by feeding its narratives into the
wider mass-media ecosystem with the help of think tanks, affiliated websites [etc]". The
Stanford Internet Observatory also adds: “It [GRU] either did not view maximizing social
audience engagement as a priority or did not have the wherewithal to do so. To the contrary,
it appears to have designed its operation to achieve influence in other ways."%

We are confident our findings shed a new light on new strategies deployed by some actors
to spread disinformation and polarizing narratives across the world. These actors keep on
innovating and trying to remain undetectable, with a focus on the spread of narratives instead
of the development of large social media accounts. Using a network of proxy websites and
partnerships with well-established conspiracy portals, they are successful in making sure
that the content circulates far and wide, making it even harder to go back to the original
source (in this case, InfoRos).

It is crucial that tackling disinformation adapts to these innovations. These actors know too
well that institutions are looking for “data” and "KPIs", the bigger the better. During the
course of our investigation, we were also questioned by partners about the rather low (at
first sight) scope of the websites we were looking at. As we showed in this report, the reach
of these websites goes far beyond what their Facebook or Twitter account shows. We deeply
believe this should be remembered when reporting on disinformation or when asking
platforms for data transparency: “more” is not always the best.

159 https://cyber fsi.stanford.edu/io/news/potemkin-pages-personas-blog




