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“A compelling narrative fosters an illusion 
of inevitability.”
Daniel Kahneman, Professor of Psychology and Public Affairs, Princeton
Nobel Laureate

Defending the story of 
Democracy



Outline:

- From the Elves to War Room

- Over 760 Million Views of Disinfo – How these 
networks were uncovered

- Sophisticated Disinformation at Scale
- Disinformation content to Disinfo tactics2.0
- WhatsApp

- The tip of the Iceberg

- How do we defeat disinformation?









From the Elves 
to the War Room:

- Network Detection
- Fake-Watch.eu
- WhatsApp Watch
- The A-Team 





Methodology:

Focus on 6 European Countries: 
• -- Germany, the United Kingdom, 

France, Italy, Poland and Spain. 

Diverse Team of Experts:
• Investigative journalists, reporters, 

researchers, elves and data analysts 
monitored disinformation operations 
across the continent, focusing on 
identifying fake news and hate 
speech.

20k Elves

Software to find trends and interactions: 
Crowdtangle…etc







Sophisticated disinformation at scale
Disinfo Tactics 2.0



Abnormal coordination and sharing of alternative outlets:

Donald Tusk Stasi member?! 
Poland: 27 pages – 1.9 Million Followers 
Shared within 1 min

Spain: 17 Pages – 1.4 Million Followers
Duplicate accounts sharing 
Shared within 1 min





Bait and 
switch:





Using fake and duplicate accounts:



Migrating to WhatsApp + Inter-platform Behavior: 



From 
Networks to 
Narratives of 
Manipulatio

n



Solution: 
Correct 
the 
Record



5 Legislative Principles

CORRECT THE RECORD 

BAN FAKE ACCOUNTS AND UNLABELED BOTS 

LABEL PAID CONTENT AND DISCLOSE TARGETING 

DETOX THE ALGORITHM

TRANSPARENCY



Polls show European Citizens support Regulation 
and Support Correct the Record

• Between 81% and 92% in each country agree that companies like Facebook 
should work with independent fact-checkers to offer verified corrections to everyone exposed to false 
or misleading content

• 78% or more in each country say that this measure would improve their image of social media companies

• 76% or more in each country think social media platforms should be regulated.



Vulnerable Citizens 



Thank You



● Disinformation networks removed by Facebook as a result 
of this investigation posted content viewed an estimated 
half a billion (533M) times over the last three
months. This means that, on average, these networks 
produced content that was
seen almost 6 million times per day.
● In total, Avaaz reported over 500 suspect pages and 
groups to Facebook , which were followed by nearly 32 
million people and generated over 67 million “interactions”
(comments, likes, shares) in the last three months alone.
● Facebook has already taken down 77 of the pages and 
groups reported , accounting for about 20% of all 
interactions across the reported networks.
● Together, the pages removed had almost three times 
more followers (5.9 million) than the pages of the main 
European far-right and anti-EU parties, League, AfD, VOX, 
Brexit Party, Rassemblement National and PiS, combined (2
million).


